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ALAMEDA-CONTRA COSTA TRANSIT DISTRICT
REQUEST FOR PROPOSALS
PEOPLESOFT HOSTING SERVICES
RFP NO. 2020-1499

SECTION A: GENERAL INFORMATION

1.

Proposal Request. The Alameda-Contra Costa Transit District (‘AC Transit’ or the ‘District’) is issuing this Request for Proposals to receive proposals
on or before 02 July 2020 at 2:00p Pacific Daylight Time, at the District’s General Office, 1600 Franklin Street, Oakland, California 94612, for a qualified
contractor (hereafter referred to as "Offeror") to provide PeopleSoft Hosting and Support Services, as more fully set forth in Part 111, Seope of Work. The
District invites sealed proposals in accordance with the provisions, specifications, and instructions set forth in this RFP.

This Request for Proposal (REP) outlines the scope of services requested for the District, as well as information that should be included in
the proposal. It includes the District’s objectives, describes the general characteristics of the services to be provided, and (without being
exhaustive) outlines the principal obligations of the District and the selected Offeror. Additional details on the Scope of the goods or services
or both are included in the Scope of Work/ Specifications section._Late proposals will not be considered. All Offerors are cantioned to read the
entire REP, noting insurance and submittal requirements, and to complete all required forms. Failure to provide all requested information may caunse the proposal to
be considered nonresponsive.

It is the District’s intent to award one (1) fixed price contract to (a) responsible and qualified offeror(s) considering overall price, experience
and responsiveness to this RFP.

The initial base petiod of the contract is anticipated to be three (3) years. In addition, the District may elect to exercise the option to extend the contract
for up to an additional two (2) years, one (1) year at a time, with options to tenew up to a cumulative maximum of two (2) yeats, as listed on the Cost
Proposal Form.

Schedule. Following is the projected Scbedule of Events that outlines the pertinent dates of which Offerors should be aware; N/A denotes the event is
not applicable to this REP:

Event Date Time
REP Distribution Date 08 June 2020

Ofﬁ?ror’s Deadline to Submit Questions, Requests for Modifications &/or Clarification to 12 June 2020 1:00p
Designated POC

District to Issue Response to Questions / Requests for Clarification (gpprox.) 19 June 2020

Deadline to Submit Proposals See RFP Cover Page

* Al dates and times are tentative. The District reserves the right to alter this schedule as it deems necessary or appropriate. Any changes will be issued via an addendum to
this REP. Al references in this REP to “time” will mean Pacific Daylight Time (PDT).

**A Pre-Proposal Conference may be scheduled to answer questions and requests for clarification. The District may, at its discretion, choose to
schedule an Jgptional] virtual pre-proposal conference. Instructions will be provided on the District’s website (b#p:/ /www.actransit.org/ acpronet) listed

on this RFP’s project page under Current Procurement Opportunities.

Description of the District. The Alameda-Contra Costa Transit District is a California Special District cteated by the voters in 1956 and
is subject to regulation under Transit District Law, as amended (see California Public Utilities Code Section 24501 et seq.). The District provides
public transit services to riders throughout western Contra Costa County to southern Alameda County. The District has four (4) operating
divisions in addition to the Central Maintenance Facility, Training Center, and the General Office. The District is financed through the
receipt of transit fares, sales taxes, property taxes, and state and federal funding.

Single Point of Contact (SPC). The SPC for this RFP is identified on the cover page, along with the SPC’s contact information. Offeror
shall direct all communications related to any provision of the RFP in writing only to the SPC, whether about the technical requirements

of the RFP, contractual requirements, the RFP process, or any other provision. Offerors may not contact any other District personnel regarding this
RFP.

SECTION B: METHOD / DEFINITIONS

1

Method. The District is using the Competitive Sealed Proposal method. The District may use a combination of the methods for Competitive Sealed
Proposals, including optional procedures: a) Competitive Range; b) Discussions and Revised Proposals; ¢) Revised Rounds of Negotiations; d)
Negotiations; €) Best and Final Offers; and f) Multistep Sealed Proposals.

Definition of Terms. For the purposes of this REP, capitalized words are defined as defined below or as defined in 49 U.S.C. [ 5302 as well as those
definitions listed in Ciralar 4220.1F Chapter I - Items 5 a— ff-

Inquiry Period. The Inquiry Period begins on the date of first advertisement of the REFP and continues until the Deadline for Submission. RFP
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1.

packages will be distributed to potential Offerors during the Inquiry Period.

Publishing. This RFP and attachments are published on the District’s Procurement website at http://www.actransit.org/acpronet. RFP documents
will not be mailed to prospective Offerors. Modifications to this REP, if any, will be made by written Addenda published on the website. Prospective
Offeror is solely responsible for checking the website to determine whether or not any Addenda have been issued. Addenda are incorporated into the

REP by this reference.

Pre-Proposal Conference. The District may schedule an in-person or virtual pre-proposal conference, at its discretion. Attendance at such conferences

is optional. Instructions for attendance will be posted on the District’s website (http://www.actransit.org/acpronet), listed under Current Procurement

Opportunities and detailed on this RFP’s project page.

The purpose of this conference is to allow potential Offerors to ask questions regarding this RFP, the District’s competitive contracting
process and to discuss / clarify any issues. This is an opportunity for Offerors to raise concerns regarding specifications, terms, conditions,
and any requirements of this solicitation. Failure to raise concerns over any issues at this opportunity will be a consideration in any protest
filed regarding such items that were known as of the pre-proposal conference. Only answers issued in writing by the District to questions

asked before or during the pre-proposal conference are binding on the parties to an awarded contract.

SECTION C: INSTRUCTIONS TO OFFERORS

Proposal Submittal

A.

Registration into AC Transit’s Online Supplier System. If you have not previously completed a one-time registration into
the AC  Transit  Online  Supplier  system,  we request  you  register  at  this time  at:
http://www.actransit.org/purchasing/acpronet/?page=register . The Registration System is used by District staff to locate your
contract(s) and identify companies for bid lists on future purchases. Proposals are not rejected for failure to register, however,
if you win a contract and have not registered, you will be required to register in the system. Women, minority-owned, and
Veteran-owned firms are asked to self-identify. If you have questions or require assistance, please contact

sotenbreit@actransit.org.

Communications with the District. All Vendor communications concerning this acquisition shall be directed to the SPC.
Unless authorized by the District, no other District official or employee is empowered to speak for the District with respect to
this acquisition. Any Offeror seeking to obtain information, clarification, or interpretations from any other District official or
District employee (other than the SPC) is advised that such material is used at the Offeror’s own risk. The District will not be
bound by any such information, clarification, or interpretation.

Following the Proposal submittal deadline, Offerors shall continue to direct communications to only the SPC. The SPC will
send out information to responding companies as decisions are concluded.

Contact by a vendor regarding this acquisition with a District employee other than the SPC or an individual specifically approved by the District in
writing, may be grounds for rejection of the vendor’s proposal.

Questions, Requests for Modifications and/or Clarifications About This RFP. All inquiries, whether relating to the RFP
process, administration, deadline or method of award, or to the intent or technical aspects of the RFP must (a) be delivered to
the SPC via email submission; (b) reference the RFP number; (c) identify Offeror’s name and contact information; (d) refer to
the specific area of the RFP being questioned (i.e. page, section and paragraph number); and (¢) be received by the due date and
time for Questions/Requests for Clarification indicated in Part I, Schedule of Events.

Upon examination of this RFP document, Offeror should promptly notify the District of any ambiguity, inconsistency, or error
they may discovet. Any questions or requests for modifications and/or clarifications of the proposal specifications shall be
submitted in writing by electronic transmission to the SPC. Questions and requests for modifications and/or clarification must
be received no later than the due date and time indicated in Par? I, Schedule of Events.

If the District deems its answer to a question merely clarifies the existing terms and conditions and does not have a material impact
on other potential Offerors or the RFP itself, no further documentation of that question is required. If the District deems that
its answer to a question has a material impact on other potential Offerors or on the RFP itself, the District will create an
addendum to this RFP. All addenda issued by the District become a part of the RFP. Addenda will be delivered to all Potential
Offerors using the same method of delivery of the original RFP material. The District accepts no liability in connection with the
delivery of any addenda. Copies of addenda will also be made available on the District website at
http://www.actransit.org/acpronet (under “Current” and ‘“Pending” Solicitations). All  Offerors must provide written

acknowledgement of their receipt of all addenda in their proposal response.

Interpretations, corrections, or changes that are made in any other manner, including oral modifications, are not binding to the
District, and Offerors must not rely on them. Any interpretation, change, or correction of said specifications will be issued by
Addenda only, duly issued by the District, which shall become a part of the proposal documents. Any amendment to a submitted
proposal must be in writing and must be delivered to the District by the RFP submission deadline. All oral modifications of
these conditions or specifications are void and ineffective. The District reserves the right to reject any Proposal that contains
unauthorized conditions or exceptions.
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2. Submission of Proposals. To receive consideration, proposals must be delivered prior to the deadline date and time indicated in
Part 1, Schedule of Events. Final Technical and Price Proposals shall be submitted electronically via email, organized as outlined herein.
The electronic copy must contain all required completed and signed forms. Price information must be submitted as a separate electronic file
from the Technical Proposal file. In order to submit bids/proposals to AC Transit, you must comply with the following:

Offeror’s electronic submission must be formatted using Adobe Acrobat (.pdf) or Microsoft Excel (.xls) with the total combined size
of the proposal and price information compressed so it does not exceed 10.0 megabytes. File proposals shall conform to the naming
convention of: “RFP Number_Company Name” (Ex: “RFP2020-1234_AC Transit”).

The Technical Proposal must be included as a (.pdf) file; and the Price Proposal must be submitted as a separate Microsoft Excel
(:xls) file with all related Attachments. The District will not be responsible for corruption of any file submitted. If the submitted file cannot
be viewed and printed as submitted, it will not be considered.

Offerors are responsible for verifying successful delivery of electronic transmission to the SPC on/before the time and date specified
in Part 1, Schedule of Events as late submissions will not be considered. When sending proposals by email, Offerors are responsible for marking
the email “return receipt” and “notify when read” to ensutre to know we have received the submission and to be alerted when the
email was opened at the predetermined submission opening time. Once your email is received by the District, you will receive an
email acknowledgement notification confirming receipt of the submisson. In order to ensure your full response is evaluated, you must
also provide a flash drive and two (2) hard copy versions of the Technical and Price Proposals.

Alternatively, final proposals may be mailed in sealed envelopes to the SPC’s attention by the due date and time indicated in Part I,
Schedule of Events. The Offeror should ensure the Price Proposal is in a separate sealed envelope from the Technical Proposal. All packages shall be
clearly marked with the RFP Number, Project Title, and the Due Date and Time. Final proposals received after the time and date
specified will not be considered and will be deemed as disqualified.

The District will reject any Proposals or unsolicited Proposal addenda that are received after the deadline. The District recommends
that Offerors submit Proposals as eatly as possible. The District will reject late Proposals regardless of the cause for the delay.
Submission of a Proposal shall constitute a firm offer to the District for one hundred fifty (150) calendar days from the submission
deadline for Proposals.

An Offeror may withdraw its proposal any time before the date and time when proposals are due, without prejudice, by submitting
a written request for its withdrawal to the SPC. A telephone request is not acceptable. The withdrawal of a proposal does not
prejudice the right of a Offeror to submit another proposal within the time set for receipt of proposals. After the proposal due date,
a proposal may be withdrawn only if the District fails to award the contract within the proposal validity period set forth here, or any
agreed-upon extension thereof.

District staff will review all responsive Proposals received and may select one (1) or more finalists identified in the competitive range.
These finalists may be invited to an oral interview 7fone is held.

3. Proposal Content. Proposals shall be prepared simply and economically, providing a straightforward and concise description of the
Offeror’s capabilities and approach for meeting the requirements of this RFP. Each Offeror must carefully review the requirements
of the RFP and the contents of its Proposal. Once opened, Proposals cannot be altered, except as allowed by the RFP. The Proposal
documents shall be divided into sections with cover pages identifying the contents of the sections, and properly formatted for printing.
The Proposal must address all requirements set forth in this RFP and documents shall be divided into sections and cover pages
identifying the contents of the sections, and properly formatted for printing.

Offeror shall describe the Goods to be provided or the Services to be performed or both. A Proposal that merely offers to provide
the goods or services as stated in this REP may be considered non-responsive and ay not be considered further.

Proposal submissions should be submitted using the electronic forms provided. Offerors that use alternative documents are
responsible for ensuring the content is substantially similar to the District form and the document is readable by the District. The
District is not responsible for the accuracy of any information regarding the RFP that was gathered through a source different from
the inquiry process described in the RFP. Offerors are responsible for checking directly with the District website for any addendums
to this RFP. Addendums to this RFP can change the terms and conditions of the RFP, including the proposal submission deadline.
Although the District is not specifying a page limit, clarity and conciseness are essential and will be considered during Proposal
evaluation. All Proposal forms must be submitted in English and must be legible.

The proposal must include copies of all appropriate forms executed and dated by an authorized signatory of the Offeror authorized
to legally bind the Offeror. Blue ink is preferred for signatures. Proposals should not include extensive artwork, unusual printing or
other materials not essential to the utility and clarity of the Proposal. Do not include marketing or advertising material in the Proposal,
unless requested. Proposals containing unsolicited marketing or advertising materials may receive a lower evaluation score if specific
information is difficult to locate.

As a public agency, the District’s proposals, responses, and awarded contracts are a matter of public record, except for such data that
is classified as nonpublic. Accordingly, public data is available for review through a properly submitted public records request. To
redact nonpublic information from your proposal (under the California Public Records Act (Cal. Govt. Code Sections 6250 et seq.)), you must
make your request within thirty (30) days of the contract award or non-award date.
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It is the Offerot’s responsibility to carefully examine the terms, specifications and conditions of the Proposal Documents thoroughly,
and comply fully with specifications and all attached terms and conditions and shall judge for itself all of the circumstances and conditions
affecting its Proposal. The District will endeavor to present accurate information, but Offerors are advised to independently verify
the accuracy of any information received. Offeror is responsible for providing a full and complete written response, which does not
require interpretation or clarification by the District. Offerors must comply with all Federal, State, and City laws, ordinances and rules,
and meet any and all registration requirements. Offeror is to provide all requested materials, forms and information at the time of
proposal submission. Offeror is responsible to ensure submitted materials properly and accurately reflects Offeror’s specifications
and offering. Offerors are advised that the District’s ability to evaluate proposals is dependent in part on the Offerot’s ability and
willingness to submit proposals which are well ordered, detailed, comprehensive, and readable. Clarity of language and adequate,
accessible documentation is essential. During scoring and evaluation (prior to interviews if any), the District will rely upon the
submitted materials and shall not accept materials from the Offeror after the RFP deadline; however, this does not limit the right of
the District to consider additional information (such as references that are not provided by the Offeror but are known to the District,

or past experience by the District in assessing responsibility), or to seck clarifications as needed by the District.

A. Proposal Format and Quantity. The District wants clear and concise Proposals. Proposal shall be organized as desctibed
below. Each section must be cleatly labeled with pages numbered and separated by tabs. Offerors should, however, take care
to completely answer questions and meet the RFP’s requirements thoroughly. Failutre to provide 4/ of the required submittals

may render the proposal non-responsive.

All Offerors, including current contract holders, if applicable, must provide detailed and complete responses as Proposal
evaluations, and subsequent scores, are based solely on the content of this Proposal. No assumptions will be made or values
assigned for the competency of the Offeror whether or not the Offeror is a current or previous contract holder. The District
will not be liable for any costs incurred by an Offeror in responding to the RFP, regardless of whether the District awards
the Contract through this process, decides not to go forward with the Project, cancels the RFP for any reason, or contracts

for the Project through some other process or by issuing another REP.

1. Tab1- Cover Sheet. A signed cover letter should be on company letterhead cleatly stating the name of the Offerot’s
firm, business address, telephone, and e-mail address. The following information must be provided:

a.

o o

f.

Introduce the firm, legal entity type and summarize its qualifications including a brief description of the
history, background of the firm and length of time in business under the same name.

Offerors must be licensed to do business in California. Provide a copy of the firm’s business license.
Name(s) of authorized principals with authority to negotiate and contractually bind the firm.

A statement that binds the Offeror to the proposed Scope of Work and Cost Proposal for at least one
hundred fifty (150) calendar days from the date of submission of the proposal.

Indicate whether there are any conflicts of interest that would limit the Offeror’s ability to provide the
requested services. Also please provide a System of Award Management (S.A.M.) number if available.
Acknowledge receipt of all addenda by including a copy of the signed addendum.

2. Tab 2 - Technical Proposal. Each proposal must include a detailed description of the technical components to
specific sections and methodologies, capacity, and strategy to perform the scope of work. Disclose any subcontractors
who will be used on the project, including identifying the portions and percentages of the work to be performed per
subcontractor.

a.

Past Performance, Excperience and References: Offeror must provide a description of sound methodologies and list
examples of steps, time, and cost savings achieved under similar contracts (ideally with similar customers). Provide
relevant and/or current information of past petformance (within the past three (3) years) by identifying the agency,
contact person, and contact person’s telephone number for whom the service was provided by completing
Attachment A — Offeror’s Qualifications and Reference Questionnaire. Proposals must provide details on the
qualifications of the Offeror including an organizational chart that identifies the proposed management team
as well as provide the size, number of employees, primary nature of the business, and other affiliate businesses
or services. Proposals must also provide details on the referenced projects relating to the quality of work, the
relevance of the projects, and insight into the work process of the Offeror’s team. The relevance of the project
includes the make-up of the team as well as the type of project, experience with public transit agencies, or
similar public entities. Please include references from other public transit agencies in Attachment A, if available.
Offerors shall include all experience with projects that are similar in scope and nature to this project as well
as include the level of achieved client satisfaction for past performances.

Technical Ability to Perform Required Services: Offeror must provide a detailed description of its ability to provide
the required services including a demonstrated understanding of the RFP requirements, its capacity and its
planned strategy to perform the proposed Scope of Work. Evaluations will be based on the Offeror’s ability to
meet the necessary requirements.

Project Approach: Proposals must include an understanding of the project and the proposed work; outline the
qualifications of the firm including expertise with public agencies giving special attention to expertise in public
transportation; the Offeror’s project plan and relevant capabilities with respect to the Scope of Work.
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3. Tab 3 - Cost Proposal. Offeror shall specify pricing proposal response in the format and on any form(s) provided
(Attachment B-Cost Proposal Form), indicating unit prices if appropriate, and attaching additional pages if needed. The
Attachment B shall be inclusive of all fees for service, profit, overhead, travel, materials, and taxes. The fee shall be
presented as a lump sum for each deliverable and service listed in A#tachment A for the timeframe listed in this RFP.

Separate Items or in the Aggregate. Offeror may bid separately for any item, unless otherwise provided. The District
may make awards on separate items or in an aggregate of several or all items, unless otherwise provided.

Cash Discounts. Cash discount (discount for prompt payment) will be taken into consideration in determining the low
price under the following conditions: (a) Discount period must be at least thirty (30) days; (b) the discount period
will start on the date of completion of delivery of all items on any purchase order or other authorization or upon
date of properly prepared invoices covering such deliveries, whichever is later; and (c) payment is deemed to be
made, for the purpose of claiming the discount, on the date of mailing the District check.

Taxes. The supplies, materials or equipment called for under the specifications will be used by the District in the
performance of a governmental function and are exempt from taxation by the United States Government. Unless
otherwise stated Bidder shall exclude applicable California State and local sales or use taxes in the total price in the
Cost Proposal. Said tax, wherever applicable, will be paid by the District to the Contractor, if licensed to collect
same, or otherwise directly to the State.

Deliveries. Award of this Contract is contingent upon Bidder’s ability to timely deliver the Services as outlined in
the Technical Specifications. The Services and Goods shall be delivered to the District-designated location identified
in Section D-Scope of Work of this solicitation, or such other location as may be designated by the District from time-
to-time.

In the case of difference between the unit pricing and the extended price, the District shall use the unit pricing.
The District may correct the extended price accordingly.

The selected vendor will be required to enter into a contract with District, a form of which is provided as Exhibit
1.

Offeror shall quote prices with freight prepaid and allowed. Offeror shall quote prices F.O.B. Destination. All
prices shall be in U.S. Dollars. Any incidental services to be petformed at the place of delivery shall be completed
by the delivery date listed in the Techuical Specifications, unless otherwise agreed upon in writing. Any additional fees
for such setvices shall be delineated in writing and agreed upon, in writing, by both parties.

If requested, Offeror agrees within seventy-two (72) hours to permit access to financial records to verify labor rates,
overhead rates, and other information should the District determine that such information is required prior to
negotiations or award of a contract to determine the proposed price as fair and reasonable.

4. Tab 4 - Required Forms. Offeror must submit all required forms, specifically:
a.  Attachment A — Offeror’s Statement of Qualifications and Business References
b.  Attachment B - Cost Proposal Form
c.  Attachment C - Prime Contractor and Subcontractor/Supplier Report
d.  Attachment D - Certification Regarding Lobbying

5. Exceptions to RFP. Offerors shall submit exceptions to the District electronically in a Word Document
accompanying the proposal with proposed alternative language (redlines). Exceptions will not be allowed after the REP
closing date and time. The District may reject any Proposal if the Offeror takes exception to the terms and conditions of
the RFP, fails to comply with the procedure for participating in the RFP process, or the Offeror’s Proposal fails to
meet any requirement of the RFP. Any question asked during the inquiry period will not be viewed as an exception
to the Terms and Conditions.

B. Evaluation of Proposals. The District intends to award a contract with fixed fees/rates to the most qualified, responsible
firm submitting a responsive Proposal. Proposals that pass the preliminary screening and mandatory requirements review will
be evaluated based on information provided in the proposal. Proposals will be evaluated for completeness and responsiveness
to this REP’s stated requirements as detailed in the Sagpe of Services, minimum qualification requirements, and the weights assigned
to each evaluation factor. The proposal will be evaluated in light of the material and the substantiating evidence presented to
the District, not on the basis of what may be inferred. The District normally rejects any incomplete or incorrectly formatted
Proposal, though it may waive any defects or allow an Offeror to submit a correction. The District also may reject any
Proposal in which the technical approach, qualifications, or costs are deemed nonresponsive.

The District will establish an Evaluation Committee to evaluate Proposals. The Evaluation Committee will evaluate and score
the Proposals using the criteria and scoring set forth in Section C: Evaluation Criteria. The Evaluation Committee may consult
subject matter expert(s) to serve in an advisory capacity regarding any Offeror or Proposal. Such input may include, but not
be limited to, analysis of Offeror’s financial statements, review of technical requirements, or preparation of cost score data.
In evaluating the Proposal, the District will consider the Proposal material submitted, oral interviews (if applicable), client
references, and any other relevant information about a given Offeror.
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Offeror must receive a minimum score of 35.0 points (50.0%) of the total available points in the technical categories of
Experience, Qualifications, Project Approach and Methodology, Past Performance, Project Knowledge and Technical
Capabilities to be considered responsive to the RFP. Proposals not meeting the minimum score shall be rejected and not
proceed to further Cost or Competitive Range evaluation. The scores for the Technical Proposals and the Price Proposals
will be combined to determine the overall score. The Offeror whose Proposal receives the highest overall score will be
recommended for award.

Best and Final Offers (BAFO). The District may not consider any Proposal in which the technical approach, qualifications,
or costs are not deemed to be within a competitive range. The District reserves the right to seek clarifications, additional
information or request modified Proposals and/or best and final offers (BAFO) from one or more Offerors identified by the
Evaluation Committee to be reasonably susceptible of being selected for an award. If conducted, the Offeror selected will
receive written notification of their selection, a list of specific items to address in the BAFO, and instructions for submittal.
The BAFO negotiation may be used to assist the District in clarifying the Scope of Work or to obtain the most cost effective
pricing available. The District’s Evaluation Panel will evaluate the BAFO using the same critetia used to evaluate the original
Proposals. If a Offeror does not submit a BAFO upon request, the District will deem its immediate previous offer to be its
BAFO. The written invitation to participate in BAFO will not obligate the District to commit to enter into a Contract.

The District does not conduct a formal public opening for RFP responses. The District requests that companies refrain from
requesting proposal information concerning other respondents until an intention to award is announced, as a measure to best
protect the solicitation process, particularly in the event of a cancellation or re-solicitation. With this preference stated, the
District shall continue to propetly respond to all public disclosure requests for such information, as required by State Law.

Unless stated to the contrary in the Scope of Work, the District reserves the right to make a partial and/or multiple award(s),
in the best interest of the District. Offerors are to prepare proposals given the District’s right to a partial or multiple award(s).
Further, the District may eliminate an individual line item when calculating award, in order to best meet the needs of the
District, if a particular line item is not routinely available or is a cost that exceeds available District funds. District may
negotiate with the successful Offeror(s) to finalize the work and specifications consistent with the objectives of this RFP.

The District’s Board will consider making awards to the selected Offeror(s) based on the recommendations of the Proposal
Evaluation Committee. To qualify for the final evaluation, an Offeror must have been deemed responsive as a result of the
criteria set forth below under “Offeror Responsiveness”.

Responsiveness and Responsibility Determination. District personnel will review all submittals for initial decisions on
responsiveness and responsibility, including responsiveness to minimum qualifications. Those found responsive and responsible based
on this initial review will then be reviewed for responsiveness in meeting the minimum qualifications.

a.  Responsiveness Determination. A Proposal received prior to Proposal Deadline will be reviewed to determine if it is
Responsive to all RFP requirements including compliance with the Minimum Qualifications section and the Minimum
Submission Requirements section. If the Proposal is unclear, the SPC may request clarification from Offeror. However,
clarifications may not be used to rehabilitate a non-Responsive proposal. If the SPC finds the Proposal non-Responsive, the
Proposal may be rejected, however, the District may waive mistakes in its sole discretion. All responses are evaluated for Level-
One and Level-Two Responsiveness. If a response does not substantially conform to substantially all of the terms and
conditions in the solicitation, or if it requires unreasonable exceptions, it may be considered nonresponsive. All proposals must
contain suitable responses to the questions in the proposal forms. The following requirements must be satisfied in order to
meet Level/ One Responsiveness requirements, which is typically ascertained following opening of the proposals. If these standards
are not met, your response may be disqualified as nonresponsive.

1. Level-One Responsiveness means the response:

e s received before the deadline for submission or it will be returned unopened;

e is properly addressed and identified as a sealed proposal with a specific RFP number and an opening
date and time;

*  contains a separate pricing document (with apparent discounts) and all other forms fully completed, even
if “not applicable” is the answer;

*  includes signed copies of all required forms - completed, dated, and signed and, if applicable, any
signed addenda that have been issued in relation to this RFP; and

*  contains a flash drive copy of the entire response.

2. Level-Two Responsiveness (including whether the response is within the REP’s sepe) is determined while evaluating the remaining
items listed under Proposal Evaluation Criteria below. These items are not arranged in order of importance. Each item
draws from multiple questions and a Offeror’s responses may affect scoring in multiple evaluation criteria. For
example, the answers to Industry-Specific Questions may help determine scoring relative to a Offeror’s industry
positioning and financial strength. Any questions not answered without an explanation will likely result in a loss of
points and may lead to a non-award if the Proposal Evaluation Committee cannot effectively review its response.

b.  Responsibility Determination. District engages in business with only responsible Offerors with sound management, quality
control, capacity, experience, financial resources, and ethics to perform its contract. District reserves the right to employ a
variety of means to determine the responsibility of potential Offerors, including evaluating its past expetience with the Offeror.
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The Contract may not be awarded to an Offeror that is determined not to be responsible. The District’s determination of an
Offeror’s responsibility may include the following factors: the experience of the Offeror and its key team members; past
conduct and past performance on previous contracts; ability to execute this contract propetly; and management skill. The
District will make such determination of responsibility based on the Offeror’s Proposal, reference evaluations, and any other
information the District requests or determines to be relevant.

District will contact the selected Offerors’ references to verify and validate the Offeror’s or proposed candidate’s past
performance. Reference checks indicating poor or failed performance by the Offeror or proposed candidate may be cause for
rejection of the proposal. In addition, failure to provide requested reference contact information may result in the District not
including the referenced expetience in the evaluation process. The reference evaluation will measure the criteria contained in this
part of the REP as it relates to the Offeror’s previous contract performance including, but not limited, to its performance with
other local, state and federal entities. The District reserves the right to check references other than those provided in the Offeror’s
Proposal. The District may obtain information relevant to criteria in this part of the RFP, which is deemed critical to not only the
successful operation and management of the Project, but also the working relationship between the District and the Offeror.
Although the District anticipates completing reference checks at this point in the process, the evaluation committee may contact
the client references of the companies or other sources in addition to those specifically provided by the Company, at any time to
assist the District in understanding the services offered. The District reserves the right to request samples from vendors for a
specified job.

Part of the Proposal evaluation criteria is the qualifications of the Offeror which include, as a component, the Offeror’s financial
ability to perform the Contract. The RFP may expressly require the submission of financial statements from all Offerors in the
Proposal contents. 1f the Proposal contents do not make this an expressed requirement, the District may still insist that an Offeror
submit audited financial statements for up to the past three (3) years if the District is concerned that an Offeror may not have the
financial ability to carry out the Contract. In evaluating an Offeror’s financial ability, if requested, the District will review the
documentation provided by the Offeror to determine if the Offeror’s financial position is adequate or inadequate. If the District
believes the Offeror’s financial ability is not adequate, the District may reject the Proposal despite its other merits. The District
will decide which phases are necessary. The District has the right to eliminate or add phases at any time in the evaluation process.
To maintain fairness in the evaluation process, all information sought by the District will be obtained in a manner such that no
Offeror is provided an unfair competitive advantage.

The District will determine if an apparent successful Offeror is responsible prior to award and execution of a contract. At any
time prior to award, the District may reject a Offeror found to be not Responsible.

C. Evaluation Criteria. Each Proposal meeting all Responsiveness and Responsibility requirements will be independently
evaluated by members of a Proposal Evaluation Committee. Evaluators will assign a score for each evaluation criterion listed
below in this Section C up to the maximum points available in the Point and Score Calculation section. Final selection will be
evaluated based on the best value to the District after consideration of both the Technical Proposal and the Price Proposal. The
maximum possible points awarded a Proposal will be 100.

Proposals will be evaluated based on each reviewer’s determination of the match between the needs of the District, scope of
work outlined in this solicitation, and the proposal. The evaluation criteria set forth below will be applied in the determination
of competitive range, final evaluation.

The following factors will be considered utilizing the weighted method of rating in evaluating proposals:

WEIGHT ASSIGNMENT FOR PROPOSAL EVALUATION CRITERIA
Evaluation Criteria Weight
1. Experience/Qualifications 30%
2. Project Approach 20%
3. Additional Factors 20%
4. Cost/Fee 30%
TOTAL POSSIBLE WEIGHT 100%

The Evaluation Committee will evaluate each proposal against the requirements stated herein. Additional evaluation factors which
may be considered, in whole or in part include: Past Performance and References (Company Information and Financial Strength), Qualifications
and Experience (Industry Requirements/ Previous Industry Successes), Project Knowledge (Scope, Timeline, Resonrces Required, Challenges), Pricing
(Valne-Added Attributes, Warranty, Equipment/ Products/ Services), Technical Capabilities (Marketing Plan, Quality Control Plans, Design,

Approach, Ability to Deliver Services Timely), and responses to the Clond Questionnaire set forth in Section D4.

The listed Evaluation Criteria will be assessed using a weighted scale of “Fair” to “Outstanding” based on the following details

and definitions below:
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Score % Technical Pts Explanation

OUTSTANDING - Response meets all the requirements and has demonstrated in
a clear and concise manner a thorough knowledge and understanding of the subject
matter and project. The Offeror provides insight into its expertise, knowledge, and
10 100% 70 understanding of the subject matter.

VERY GOOD - Response provides useful information, while showing
experience and knowledge within the category. Response demonstrates above
6-9 75% 525 average knowledge and ability with no apparent deficiencies noted.

ADEQUATE - Response meets all requirements in an adequate manner.
Response demonstrates an ability to comply with guidelines, parameters, and
5 50% 35 requirements with no additional information put forth by the Offeror.

FAIR — Offeror meets minimum requitements but does not demonstrate
1-4 0% 0 sufficient knowledge of the subject matter.

The District reserves the right to select the most advantageous offer by evaluating and comparing factors in addition to cost
or price, such that the District may acquire technical superiotity even if it must pay a premium price. The term of this
evaluation method is “best value” also means the expected outcome of an acquisition that, in the District’s estimation,
provides the greatest overall benefit in response to its material requirements.

D. Ranking of Proposals. The District’s Contracts Specialist will average the scores for each Proposal (cakunlated by totaling the points awarded
by each Evalnation Conmmittee mentber and dividing by the numiber of nrembers). The Contracts Specialist will combine the average score for each
Proposal with Offeror’s price score and reference score. After any applicable preference has been applied, the Contracts Specialist will
rank all Offerors, with the highest scoring Offeror receiving the highest rank, and successive rank order determined by the next highest
score. The Contracts Specialist may, in the District’s sole discretion, then determine an apparent successful Offeror. If additional rounds
are conducted, the District will rank advancing Offerors at the conclusion of each subsequent round and may determine an apparent
successful Offeror at any time during the solicitation process.

E. Competitive Range Determination. Once proposals are scored and tabulated, a “competitive range’” will be determined, on the
basis of overall rankings according to the weighted ctiteria set forth herein. Offerors determined to be within the competitive range
may be notified in writing to provide additional information clarification and/or. Offerors in the competitive range may be invited for
an interview with the District to provide further clarification. In such event, the District will not provide any information to any offeror
regarding its relative standing among the others.

F.  Next Steps Determination. At the conclusion of a round of competition, the Disttict may choose to conduct additional round(s) of
competition if in the best interest of the District. Additional rounds of competition may consist of, but will not be limited to:

° Interviews/Presentations/Demonstrations/Additional Submittals. Based on the overall scores and proposal rankings, the
Evaluation Committee may identify a select number of Offerors to participate in oral interviews and/or in-person
presentations/demonstrations. Interviews and/or presentations may be held in person at a location determined by the District
ot, at the District’s elections, may be conducted via videoconference or teleconference. Offerors may only ask questions that are
intended to clarify the questions they are being asked. Each Offeror’s time slot for oral interviews will be randomly determined.
Offerors who are selected shall make every effort to attend. If District representatives experience difficulty scheduling any Offeror
for the oral interview, it may result in disqualification from further consideration. Further details will be included in the Nozice of
Competitive Range.

e  Discussions and Submittal of Revised Proposals. The Contracts Specialist may request clarification to assist Proposal
Evaluation Committee in gaining additional understanding of a Proposal. A response to a clarification request must be to clarify
or explain portions of the already submitted Proposal and may not contain new information not included in the original Proposal.

e  Serial or Simultaneous Negotiations.

e Bestand Final Offers. Offerors in the Competitive Range may be asked to submit Best and Final Offers. The written Best and
Final Offer (“Revised Proposal”) must be submitted on or before the due date and time set forth in the Notice of Competitive Range
and must be delivered to the SPC. Late Revised Proposals Will Not Be Accepted. 1f Offeror elects not to submit a Revised
Proposal, Offeror’s initial Proposal will be accepted as the Best and Final Offer and evaluated accordingly. Best and Final Offers
must be submitted in the form of a written amendment to the Offeror’s initial Proposal and must comply with the requirements
and specifications outlined in the notification.

During the evaluation process and final negotiations, no information will be provided to any Offeror about any other Proposals.
Proposals will be evaluated and scored based on a Committee evaluation of the weighted portions listed in the Evaluation Criteria.
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G. Award Consideration. District’s Evaluation Panel will recommend the proposal which best measures up to the weighted
criteria set forth above. The results of the evaluations and the selection of a proposal for an award will be documented. The
Evaluation Committee’s selection will be recommended to the District’s General Manager for approval. The District’s
General Manager has the option of accepting the recommendation or cancelling the solicitation if the General Manager
determines it is in the best interest of the District. If the District chooses to award a Contract, it shall award a Contract to the
highest-ranking Responsible Offeror(s) based upon the scoring methodology and process described herein. The District, in
its discretion, may award less than the full Scope defined in this RFP. In the event the top two (2) offerors receive the same
total score, the contract will be awarded to the offeror who, in the opinion of the District, best meets the District needs.

H. Award Notification Process - Intent to Award Notice. After the District’s approval of the award, District will notify the
successful Offeror, in writing, that District intends to award a Contract to the selected Offeror(s) subject to successful
negotiation of any negotiable provisions. The letter will include instructions for final submittals that are due prior to execution
of the contract (or purchase order). The District will also timely notify the unsuccessful offerors of such award.

1. Award, Negotiation and Contract. The District reserves the right to enter into a Contract based on the initial offers received
without further discussion of the proposals submitted. The District reserves the right to contract for all or a partial list of
services offered in the proposals. This RFP, including any addenda added, and the selected proposal shall become part of the
Contract initiated by the District. By submitting a Proposal, Offeror agtees to comply with the requirements of the RFP,
including the terms and conditions of the Sample Contract (Exhbibit 7). Offerors are responsible to review all specifications,
requirements, Terms and Conditions, insurance requirements, and other requirements herein and should price proposals with
the understanding that all specifications, requirements, terms and conditions are mandatory for the Offeror to comply.
Submittal of a proposal is agreement to comply without exception, unless modified by the District

Offeror shall review the attached Sample Contract (Exhibit 7) and note exceptions. An Offeror shall not submit its own standard
contract terms and conditions as a response to this RFP. Offeror must submit those exceptions to the District duting the Questions /
Requests for Clarification period set forth in Section C1 herein. No exceptions will be accepted afier the submission deadline. Unless the District
agrees to modify any of the terms and conditions, District intends to enter into a Contract with the successful Offeror substantially in
the form set forth in the Sample Contract. The District has the right to negotiate changes to submitted proposals and to change the
District’s otherwise mandatory terms and conditions during negotiations ot by providing notice to the Offeror during the contract. It
may be possible to negotiate some provisions of the final Contract; however, District is not required to make any changes and many
provisions will not be changed. Offeror is cautioned the District believes modifications to the standard provisions constitute increased
risk and increased cost to the District. Therefore, District will consider the Scope of requested exceptions in the evaluation of Proposal.

Nothing herein prohibits the District from opening discussions with the highest ranked apparent successful Offeror, to
negotiate modifications to either the proposal or the contract terms and conditions, in order to align the proposal or the
contract to best meet District needs within the scope sought by the RFP. If the contract negotiation period exceeds sixty (60)
business days, or if the selected Offeror fails to sign the final Contract within fourteen (14) business days of delivery, the
District may elect to cancel the award and award the Contract to the next-highest-ranked Offeror.

SECTION D: SCOPE OF WORK / SPECIFICATIONS

1.

Project Description. AC Transit seeks a qualified vendor to provide software hosting and technical support services for its
PeopleSoft Enterprise Resource Planning system.

Alameda-Contra Costa Transit District (AC Transit) is a Special District, organized under the laws of the State of California, which
provides public transit service which extends from Western Contra Costa County to Southern Alameda County. The District has
approximately 2500 employees and is financed through the receipt of transit fares, property taxes, state, and federal funding.

AC Transit currently utilizes PeopleSoft FSCM, HCM and Integration Hub applications and the District is interested in moving
these applications to a Private/public cloud-based platform.

Background. Curtently, the District’s PeopleSoft application is hosted on a private cloud and its hosting provider is providing
Infrastructure and Application administration support services.

A.  PeopleSoft Modules

PeopleSoft Module Application area

Human Resources HCM
Benefits Administration HCM
Time and Labor HCM
Payroll North America HCM
Asset Management FSCM
Billing FSCM
Cash Management FSCM
Contracts FSCM
Expenses FSCM
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General Ledger FSCM
Grants FSCM
Accounts Payables FSCM
Program Management FSCM
Project Costing FSCM
Purchasing FSCM
Accounts Receivables FSCM
Financial Gateway FSCM
Strategic Sourcing FSCM
Supplier Contract Management FSCM
eProcurement FSCM

B. Application Environments

List of PeopleSoft Environments by Application Area:

HCM Environments FSCM Environments Interaction Hub Environments
HCM Demo FSCM Demo IH Portal Demo

HCM Development FSCM Development IH Portal Development

HCM Testing FSCM Testing IH Portal Testing

HCM Training FSCM Training IH Portal Production

HCM Sand EFSCM Sand

HCM Production FSCM Production

HCM Hastus Daily

The District’s intent is to continue using the Microsoft SQL Server database as the backend for PeopleSoft applications as it is for
the District’s other applications.

Current network connectivity is via client & Site to Site Virtual Private Network (VPN).

C. Current Configuarion

Components Description

User Base AC Transit Employees
PeopleSoft Application Version FSCM Application 9.2 (PUM 31)
HCM Application 9.2(PUM 30)
Interaction Hub 9.1(PUM 8)
PeopleTools — 8.57.06

User Productivity Kit (UPK)

Database IMS SQL Server 2017

Web Server WebLogic 12¢ - 12.2.1.3

Application Server Tuxedo 12.2.2.2 (VS 2015)

Environment [Demo, Development, Test, Sand, Training and Production
Complexity Medium

Integration/ Interoperability Integration Broker, REST and File Transfer

D. Interfaces
The types of interfaces currently in use:
1. File based interfaces using SFTP and PGP encryption.
2. Interface/Integrations between PeopleSoft applications, like Employee Sync, Payroll GL etc., between Financials & HCM.
3. Interface/Integrations between PeopleSoft Applications & other third-party products, like Time-link, based at AC
Transit’s Servers/locations.
4. Ability to integrate with third parties using FITP/SFTP/Web services/RESTful and other EDI Formats.

3. Detailed Statement of Work. The successful vendor will work with the District to provide hosting services that meet the
following technical specifications and criteria:
A.  Desired Configuration:
1. Private/Public Cloud-based Hosting. The District desires the system to be portable from one cloud hosting provider to
another cloud hosting provider (i.e. no lock-in with a specific hosting provider).
a.  Directly providing the cloud hosting platform itself, even if using 3rd-party cloud infrastructure;
b.  Managing comprehensive security around the cloud infrastructure;
c.  Scaling the infrastructure as needed;
d.  Providing cloud and platform support within specific SLAs;
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e.  Implementing, monitoring, and reporting on system metrics, alerts, performance degradation, and suspicious
activity;

f.  Managing and implementing PeopleSoft upgrades on the cloud platform;

g. Working real-time with PeopleSoft to troubleshoot and resolve product issues manifested in the cloud
environment(s);

h.  Should be fully managed like Platform as a Service (PaaS);

i.  Should be 99.9% available, with credits if SLLA is not met.

j. Should use dedicated computing, network, and storage environments;

k. Reliable computing environments:

o No Resource oversubscriptions.
o On-Demand Resource Scalability
o  Constant Performance Monitoring
. Should use best network technologies:
Dedicated routers
Dedicated switches
Dedicated firewalls
Dedicated load balancers
Service Exchange connectivity via Megaport from Digital Realty
Setrver micro segmentation or ACL isolation
m. Production, Development, and Test environments must be isolated from other client environments and each
other
n.  Should be virtualized using reliable VM technology
O  High availability technology
O  Setrver motion technology to move active workloads
O Otrchestration if necessary
0. The system needs to be constantly monitored, specifically:
Setrver hardware
Network
Storage
Virtualization environment

O O OO0 OO0

Application
Performance
Database
Compliance
E-mail alerting in the event of a problem is required
AC Transit should have administrative access to the environments;
q.  Redundant and Resilient Technology:
O  Solid Disaster Recovery Solution

OO0 OO0OO0OO0OO0OO0OOo

°

®  Geographic data center isolation between production and DR environments
®  Tested Annually
O  Solid Business Continuity Solution
r.  Must have reliable data backup solution:

o Daily backups

o Weekly backups

o Monthly backups

o Quarterly backups

o Perpetual yearly backups

s.  Must have active security monitoring technology:
End point protection
Edge protection — Intrusion Protection Services (IPS)
Network traffic scanning for threats
Behavioral analysis
Consolidated logging
Alerting for security events
t.  Scalable to provide on-demand or permanent server resources as needed (end of year, monthly processing,
etc.)
u.  Compliance:
O  The system should be SSAE, ISO, PCI, and HIPAA compliant.
O  The system infrastructure needs to be audited yearly for security compliance.
2. Infrastructure/ PeopleSoft Administration

OO0 OO0 O0O0
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4.

a.  Solid process to perform operating system and equipment updates, patches, and upgrades;
b.  Contractor must adhere to AC Transit’s change control procedure and process.
O  Must coordinate with with AC Transit PeopleSoft team to initiate and manage the Request for Change
(RFC) process
c.  Minimal risk during for updates, patches, and upgrades;
d.  Full contingent of administration services to keep the PeopleSoft environment fully operational,
including support to AC Transit’s use of third party or PeopleSoft integration technologies.
3. Help Desk Procedures
Support must be 24/7/365;
Immediate support during business hours;
Four (4) hour response outside of normal business hours:
Must have a ticketing-based system to track events;
Must have phone and e-mail-based support;
. Should have a portal where AC Transit staff can track ticket progress.
4. Professional Services
a.  Operations and Maintenance of existing applications includes, but is not limited to, troubleshooting
production tickets, documenting and resolving issues, educating and training key staff members to increase
knowledge and skill level in supporting production tickets;
b. SDLC support activities include analysis & planning, design, development, implementation, testing,
documentation, deployment & maintenance of PeopleSoft solution;
c.  Provide subject matter expertise (functional and technical) for projects and enhancements to PeopleSoft;
d.  Experience and approach to testing cloud-based solutions with emphasis on use of automated testing to
decrease costs and release intervals

™o a0 TR

Cloud Questionnaire
Please see the District’s Cloud Security Questionnaire, attached as Exhibit 4 to this RFP. Please provide a response to each of the
questions set forth in the Questionnaire together with your proposal.

SECTION E: STANDARD CONDITIONS

1.

Reserved Rights. Without limiting the generality of any other provision of this RFP, the District reserves the right, at any time prior to
execution of an agreement with the successful Offeror, to exercise all or any of the following rights and options, which rights and options
the District may exercise to the extent that the District, in its sole discretion, deems to be in the District’s best interests:

e This RFP and the process it desctribes are proprietary to the District and is for the sole and exclusive benefit of the District. No
other party, including any respondent to this RFP or future Offeror to any RFP which may be issued by the District, is intended
to be granted any rights hereunder.

e All Offerors are notified the Contract for these services is contingent upon funds appropriated by the District and local, regional,
state and federal governments. In the event that funding is eliminated or decreased, the District reserves the right to terminate any
Contract or modify it accordingly. The District makes no representations that any Contract will be awarded to any Offeror
responding to the RFP.

e The District reserves the right, in its sole discretion:

o  To cancel the RFP at any time and for any reason, with or without issuing another RFP, with no cost or penalty to the
District; or to reject all proposals and re-solicit or cancel this RFP if deemed by the District to be in its best interest;

o  To re-issue this RFP without change or modification; or to issue a subsequent RFP for this project with terms and
conditions that are substantially different from the terms and conditions set forth in this RFP;

o To correct, supplement, amend, substitute, or otherwise modify this RFP at any time prior to execution of a final
agreement with a Offeror at any time with no cost or penalty to the District. If the District corrects or amends any
segment of the RFP after submission of proposals and before the announcement of the awarded vendor, all Offerors
will be afforded a reasonable opportunity to revise their proposals in order to accommodate the RFP amendment and
the new submission dates. The District will not be liable for any errors in the RFP or other responses related to the REFP.

o To permit or reject amendments (including information inadvertently omitted), modifications, alterations and/or
corrections of Proposals by some or all of the Offerors following Proposal submission;

o  To waive any informality, defect, non-responsiveness, or derivation from this RFP that is not, in the District’s sole
judgment, material to the Proposal;

o To not proceed with the process described in this RFP, or to change any time schedules set forth herein, including to
extend proposal due dates;

o To reject any Proposal that is untimely, incomplete, unclear, conditional, contains irregularities of any kind, is not in
conformity with applicable law, not responsive to this RFP, contains ambiguities or services not called for by this RFP,
or whose conduct violates ethical regulations,;

o  To reject the Proposal of a Offeror that, has been delinquent or unfaithful in the performance of any contract with the
District, or is financially or technically incapable of performing the services required in this RFP, or is otherwise not a
responsible Offeror;

o To rescind its rejection of any Proposal(s) and negotiate (or resume negotiations) with a previously rejected Offeror;

o  To request clarifications of any unclear Proposal; and to request that some or all of the Offerors modify Proposals or
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provide additional information following evaluation by the District;

o  To consider, and accept for evaluation, a late modification of a proposal if the proposal itself was submitted on time;
the modifications were requested by the District; and the modifications make the terms of the proposal more favorable
to the District. To request additional or supplemental information (including but not limited to information inadvertently
omitted by any Offeror in response to this RFP) from any or all Offerors;

o  To conduct such investigations as the District considers appropriate with respect to the qualifications of any Offeror
and/or any information contained in any Proposal;

o  To duplicate, without limitation, all materials submitted for purposes of this RFP evaluation, and duplicate for public
information in response to data requests regarding the proposal.

o  The District intends to enter into contract negotiations with the selected Offeror. However, the District may terminate
any negotiations at any time or conduct simultaneous, competitive negotiations with multiple Offerors. District may
negotiate acceptable terms in an otherwise unacceptable Proposal. Such negotiations may result in changes to material
terms of this RFP; in such event, the District shall not be obligated to inform other Offerors of the changes, or permit
them to revise their Proposals accordingly, unless the District, in its sole discretion, determines that doing so and
permitting such is in the District’s best interest. Should negotiations not prove satisfactory with the recommended
Offeroz(s), the District reserves the right to discontinue negotiations with the recommended Offeror(s) and additional
firms may be asked to enter into negotiations or the District may solicit new Proposals or issue a new Request for
Proposals. The District reserves the right to extend the contract, in increments determined by the District, not to exceed
a total contract term of five (5) years.

Protest Procedures. District’s protest policies, as detailed in Board Policy 468, may be accessed via the following link:
http://www.actransit.or. -content/uploads/board policies/BP%20468%20-%20Procurement%20Protest-1.pdf

The policy may also be found on the District’s website (https://actransit.org) by clicking on “Board Policies / Notices” on the right-hand
side of the home page and then scrolling to Board Policy 468.

DBE Program/SBE Goal. There is 70 DBE or SBE goal for this contracting opportunity.

Vendor Registration. Online Vendor Registration is required prior to the contract award on the District’s online system:
http://www.actransit.org/purchasing/vendor-registration-and-log-in

Cost of Proposal Submission and Pre-Contractual Expenses. Offeror shall pay all the costs in submitting its Proposal, including, but
not limited to, the costs to prepare, present and/or submit the Proposal in response to this REP, costs of samples and other supporting
materials, costs to participate in demonstrations, pre-proposal conferences, or costs associated with protests. The District shall not be
liable for any pre-contractual expenses incurred by any Offeror and Offerors shall not include any such expenses as part of the Proposal.
The District shall be held harmless and free from any and all liability, claims, or expenses whosoever incurred by, or on behalf of, any
person or organization responding to this RFP. Pre-contractual expenses are defined as expenses incurred by Offeror in:

e Proposals in response to this RFP (including copies or other expenses of any submitted documentation).

e  Costs associated with interviews and meetings (including travel expenses) incurred in responding to this REFP.

e Other expenses incurred by a Offeror prior to the date of award and formal Notice to Proceed for any contract.

Waiver. By submitting a Proposal, the corresponding Offeror represents and warrants that it has sufficiently informed itself in all matters
affecting the performance of the work or the furnishing of the labor, supplies, material, or equipment called for by the envisioned Contract;
that Offeror has checked its Proposal for errors and omissions; that the prices stated in its Proposal are correct and as intended by it and
are a complete and correct statement of its prices for performing the work or furnishing the labor, supplies, materials, or equipment
required by the Contract.

Ownership/Permission to Use Materials. Responses to this RFP become the exclusive property of the District. At such time as the
Procurement Department makes an award recommendation to the General Manager or the Board of Directors. as applicable, and following
the District’s issuance of the Notice of the Intent to Award, all Proposals become public record and subject to public inspection. Application
of the California Public Records Act (Cal. Govt. Code Sections 6250 et seq.) will determine whether any information is actually exempt from
disclosure.

The District shall not in any way be liable or responsible for the disclosure of any such proposal or portions thereof, if they are not plainly
marked as “Confidential,” “Trade Secret,” or “Proprietary” or if disclosure is required under the Public Records Act. Any proposal which
contains language purporting to render all or significant portions of the proposal “Confidential,” “Trade Secret,” or “Proprietary” shall be
regarded as non-responsive. Although the California Public Records Act recognizes that certain confidential trade secret information may
be protected from disclosure, the District may not accept or approve that the information that an Offeror submits is a trade secret. If a
request is made for information marked “Confidential,” “Trade Secret,” or “Proprietary,” the District shall provide the Offeror who
submitted the information with reasonable notice to allow the Offeror to seek protection from disclosure by a court of competent
jurisdiction.
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10.

11.

12.

13.

All Proposals submitted in response to this RFP become the Property of the District. By submitting a Proposal in response to this RFP,
Offeror grants the District a non-exclusive, perpetual, irrevocable, royalty-free license for the rights to copy, distribute, display, prepare
derivative works of and transmit the Proposal solely for the purpose of evaluating the Proposal, negotiating a Contract, if awarded to
Offeror, or as otherwise needed to administer the REP process, and to fulfill obligations under California Public Records Act (Cal. Govt. Code
Sections 6250 et seq.). Proposals, including supporting materials, will not be returned to Offeror unless the Proposal is submitted late.

Public Records Act/Confidentiality. The California Public Records Act (Cal. Govt. Code Sections 6250 et seq.) mandates public access to
government records. Therefore, unless the information is exempt from disclosure by law, the content of any request for explanation,
exception or substitution, response to these specifications, protest or any other written communication between the District and the
Offeror shall be available to the public.

If the Offeror believes any communication contains trade secrets or other proprietary information the Offeror believes would cause
substantial injury to the Offerot’s competitive position if disclosed, the Offeror shall request the District withhold from disclosure the
proprietary information by marking each page containing such proprietary information as confidential. The Offeror may not designate its
entire Proposal as confidential. Additionally, Offeror may not designate Proposal Forms as confidential.

If the Offeror requests that the District withhold from disclosure information identified as confidential, and the District complies with the
Offeror’s request, the Offeror shall assume all responsibility for any challenges resulting from the non-disclosure, indemnify, defend, and
hold harmless the District from and against all damages (including but not limited to attorneys’ fees that may be awarded to the party
requesting the Offeror information), and pay any and all cost and expenses related to the withholding of the Offeror information. The
Offeror shall not make a claim, sue or maintain any legal action against the District or its directors, officers, employees or agents in
connection with the withholding from the disclosute of Offeror information or in connection with the disclosure of Offeror Information
in the event the District determines such information is subject to disclosure.

If the Offeror does not request that the District withhold from disclosure information identified as confidential, the District shall have no
obligation to withhold the information from disclosure and may release the information sought without liability to the District.

Contflict of Interest. By submitting a Proposal, the Offeror represents and warrants that no director, officer or employee of the District
is in any manner interested directly or indirectly in the Proposal or in the Contract which may be made under it or in any expected profits
to atise thete from, as set forth in Article 4, Division 4, Title I (commencing with Sec. 1090) of the Government Code of the State of California.

The Offeror warrants and represents that it presently has no interest and agrees that it will not acquire any interest which would present a
conflict of interest under California Government Code Sections 1090 et seq. or Sections 87100 et seq. during the performance of services under this
Contract. The Offeror further covenants that it will not knowingly employ any person having such an interest in the performance of this
Contract. Violation of this provision may result in this Contract being deemed void and unenforceable.

Depending on the nature of the work performed, the Offeror may be required to publicly disclose financial interests under the District’s
Conflict of Interest Code. The Offeror agtees to promptly submit a Statement of Economic Interest on the form provided by the District
upon receipt. No person previously in the position of director, officer, employee or agent of the District may act as an agent or attorney
for, or otherwise represent, the Offeror by making any formal or informal appearance, or any oral or written communication, before the
District, or any officer or employee of the District, for a period of twelve (12) months after leaving office or employment with the District
if the appearance or communication is made for the purpose of influencing any action involving the issuance, amendment, awards or
revocation of a permit, license, grant or Contract.

The Offeror warrants that it has no organizational conflicts of interest at this time. Alternatively, the Offeror must disclose all known
organizational conflicts of interest. An organizational conflict of interest occurs when, due to other activities, relationships, or contracts,
a firm or person is unable, or potentially unable, to render impartial assistance or advice to the District; a firm or person’s objectivity in
performing the contract work is or might be impaired, or a firm or person has an unfair competitive advantage in proposing for award of
a contract as a result of information gained in performance of this or some other agreement.

No Collusion. By submitting a proposal, each Offeror represents and warrants that its proposal is genuine and not a sham or collusive or
made in the interest of or on behalf of any person not named therein; that the Offeror has not directly induced or solicited any other
person to submit a sham proposal or any other person to refrain from submitting a proposal; and that the Offeror has not in any manner
sought collusion to secure any improper advantage over any other person submitting a proposal.

Non-Conforming Proposal. A proposal shall be prepared and submitted in accordance with the provisions of these RFP instructions
and specifications. Any alteration, omission, addition, variance, or limitation of, from or to a proposal may be sufficient grounds for
nonacceptance of the proposal, at the sole discretion of the District.

Gratuities. No person shall offer, give or agree to give any District employee any gratuity, discount or offer of employment in connection
with the award of contract by the District. No District employee shall solicit, demand, accept or agree to accept from any other person a
gratuity, discount or offer of employment in connection with a District contract.

Ex-Parté Communications. Any verbal or written communication between any potential or actual offereor, or its representatives and
any District Board Member, staff member, committee member, or contractor regarding this procurement are strictly prohibited from the
date of the solicitation advertisement through the date of execution of the agreement. The only exceptions to this are: (1) written requests
regarding information or clarification made to District’s designated Contracting Specialist during the allowable time period under the
solicitation; and (2) any communications at a publicly noticed meeting of the District Board of Directors. Any violation of the requirements
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15.

16.

17.

18.

set forth in this section shall constitute grounds for immediate and permanent disqualification of the Bidder from participation in this
procurement.

In the context of this RFP, an “ex-parté communication” is any communication between a Offeror (or the Offeror’s representative) and
the District’s General Manager, Board Member, officer, employee or consultant, regardless of who initiates the communication, other than
as part of the procurement process specified herein, before the District issues a Notice to Proceed, unless it is in writing and available for
disclosure to the general public.

Disqualification. Factors such as, but not limited to, any of the following may be considered just cause to disqualify a proposal without
further consideration:

*  Any attempt to impropetly influence any member of the evaluation team;

*  Evidence of collusion, directly or indirectly, among Offerors in regard to the amount, terms or conditions of this proposal

*  Evidence of incorrect information submitted as part of the proposal;

*  Evidence of Offeror’s inability to successfully complete the responsibilities and obligation of the proposal;

*  Existence of any lawsuit, unresolved contractual claim or dispute between Offeror and the District; or

*  Offeror’s default under any previous agreement with the District, which results in termination of the Agreement.

Firms or Persons Not Eligible to Submit a Proposal In order to avoid any conflict of interest or perception of a conflict or interest,

Offeroz(s) selected to provide professional services under this RFP will be subject to the following requirements:

®*  The Offeror(s) who works on the procurement will be precluded from submitting proposals or bids as a prime contractor or
subcontractor in the ultimate procurement.

*  The Offeror(s) may not have interest in any potential Offeror for the ultimate procurement.

Authorized Representative. Proposals must be signed by a duly authorized officer(s) eligible to sign contract documents for the Offeror
(the " Authorized Signer'). Failure of the authorized representative to sign the Proposal may subject the Proposal to rejection by the District.
Consortiums, joint ventures, ot teams submitting Proposal, although permitted and encouraged, will not be considered responsive unless
it is established that all contractual responsibility rests solely with one (1) offeror or one (1) legal entity. The submittal should indicate the
responsible entity. Offerors should be aware that joint and several responsibility and liability will attach to any resulting Contract and
failure of one (1) party in a joint venture to perform will not relieve the other party or parties of total liability.

Insurance. The selected Offeror(s), at Offerot’s sole cost and expense and for the full term of the Contract or any extension thereof, shall
obtain and maintain, at a minimum, all of the insurance requitements outlined in Ex#ibit 2. All policies, endorsements, certificates and/or
binders shall be subject to the approval of the District’s Claims and Liability Manager as to form and content. These requirements are
subject to amendment or waiver if so approved in writing by the Claims and Liability Manager. The selected Offeror agrees to provide the
District with a copy of said policies, certificates and/or endorsement upon award of contract.

Additional Proposal Information.

*  Cancellation of RFP; Rejection of Proposal; No Damages. The District may reject any or all Proposals in-whole or in-part or may
cancel this REP at any time when the rejection or cancellation is in the best interest of the District, as determined by the District. The
District shall not be liable to any Offeror for any loss or expense caused by or resulting from the delay, suspension, or cancellation of the
RFP, award, or rejection of any Proposal.

*  Changes or Corrections in Proposal Submittal. Prior to the proposal submittal closing date and time, an Offeror may make changes
to its proposal, if the change is initialed and dated by the Offeror. No change shall be allowed after the closing date and time. Note that
you cannot change, mark-up or cross-out any condition, format, provision or term that appears on the District’s published Cost Proposal
Form. If you need to change any of your own prices or answers that you write on the Cost Proposal Form must be made in pen, initialed,
and be clear in intent. Do not use white-out.

*  Etrors in Proposals. The Offeror is tresponsible for errors and omissions in theit proposals. No such etror or omission shall diminish
the Offeror’s obligations to the District.

*  Withdrawal of Proposal. A proposal submission may be withdrawn by written request of the Offeror, prior to the proposal closing date
and time. After the closing date and time, the submittal may be withdrawn only with permission by the District.

*  Duration of Proposal. Each Offeror agrees that its Proposal prices and costs shall be a firm offer to the District and shall remain valid
until District completes contract award. Should any Offeror object to this condition, the Offeror must provide objection to the SPC prior
to the proposal due date.

*  Rejection of Proposals and Rights of Award. The District reserves the right to reject any or all proposals at any time with no penalty.
The District also has the right to waive immaterial defects and minor irregularities in any submitted proposal.

*  Incorporation of RFP and Proposal in Contract. This RFP and the Offeror’s response, including all promises, watranties,
commitments, and representations made in the successful proposal as accepted by the District, shall be binding and incorporated by
reference in the District’s contract with the Offeror.
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VI.

EXHIBITS AND ATTACHMENTS:

ATTACHMENTS (%0 be completed and returned with the proposal):

e Attachment A - Offerot’s Statement of Qualifications and Business References
e Attachment B - Cost Proposal Form

e Attachment C - Prime Contractor and Subcontractor/Supplier Report

e Attachment D - Certification Regarding Lobbying

EXHIBITS (10 be reviewed prior to proposal submission):

e  Exhibit 1 - Sample Contract

e Exhibit 2 - Insurance Requirements

e Exhibit 3 - Federal Clauses
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A. Offeror’s Name:

B. How many years has your organization been in business under your present business name?

ATTACHMENT A
OFFEROR’S STATEMENT OF QUALIFICATIONS & BUSINESS REFERENCES

C. 3-Year Annual Gross Sales

Year:

Year:

Year:

$

$

$

D. Give information below about all your current and ongoing projects. _Attach additional sheets if necessary.

Percent Scheduled
Location Completed of Completion
Client (city/ state) Type of Work Value of Work Overall Project Date

E. List all key projects your orga

nization has completed, which are similar in nature to the Scope of Services outlined in this solicitation duting
the last three (3) years, at a minimum. (A#ach additional sheets if necessary.)

Client

Location

(city/ state)

Type of Work

Value of Work

Year

Year Started | Completed

F. Give information below about the relevant experience of the principal individuals of your present organization including those individuals

to be in responsible charge of this project. Attach additional sheets if necessary.

Individual's Name

Title

Years of Professional
Experience

Type of Work

G. References: List a minimum of two (2) professional references for whom your organization has performed work similar in nature to the

Scope of Services outlined in this solicitation. Do not list AC Transit as a reference. Attach additional sheets if necessary.

Business Name

Contact Person

Phone

Email

H. Have you or your organization, or any officer or partner thereof, defaulted on a contract?

[ONo [ Yes Ifyes, please explain below. Attach additional sheets if necessary.

I.  Is any pending litigation or adverse findings against your organization?

[ONo [ Yes Ifyes, please explain below. Attach additional sheets if necessary.
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J.  Has your firm ever been debarred by a Federal, State or Local Government agency?

[ONo [ Yes Ifyes, please explain below. Attach additional sheets if necessary.

The undersigned Offeror represents and warrants that the foregoing information is true and accurate to the best of its knowledge
and the undersigned intends that the District rely thereof in awarding the attached contract.

Signature of Offeror

Name/Title

Dated:
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ATTACHMENT B
COST PROPOSAL FORM

Instructions: Included in the costs below shall be all labor, materials, taxes, insurance, any subcontractor costs, travel expenses, telephone costs, copying
costs, profit, administrative and overbead fees, and all other costs as required o perform the services listed in the Scope of Services for the term detailed.

COMPANY NAME SERVICE COST

Costs

Others (specify, if any)

Total Service Cost Proposal
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ATTACHMENT C

PRIME OFFEROR & SUBCONTRACTOR / SUPPLIER REPORT

Complete All Sections of Form and Return with Bids/ Proposals

The Bidder/Offeror is required to complete the following information in accordance with the provisions of Public Contract Code Sections 4100 to 4113, inclusive.
This form shall include ptime contractor, all suppliers, and all subcontractors that will perform wortk, provide labor, or render services in connection with the project
in an amount in excess of one-half of one percent (0.5%) of the total amount of Proposet’s Grand Total Proposal/Bid Price. AC Transit reserves the right to
request additional documentation to validate any and all information provided on this form. COMPLETE ALL FIELDS OR INDICATE N/A. DO NOT

LEAVE BLANKS.

Prime/Sub-Proposer/Supplier

Name/Address/Contact Information

Type of Work
or Materials

Value of Work
& Materials
(complete botly items)

DBE/SBE UTILIZATION
AC Transit reserves the right to
request further documentation to
validate provided information on
meeting the DBE/SBE requirements
for this procurement.

Annual Gross
Receipts
List annual gross receipts|

for last three years (ie.
2019, 2018, 2017)

Prime Contractor:

Address:

Contact Person:

Phone:

Email:

How Many Years in Business?

DIR Registration #:

License No (if applicable):

Percentage (%)

Dollar Value ($)

Is Prime Contractor:

O DBE O SBE O Not Applicable
If DBE or SBE, include the following:
Certifying Agency:

Certification No.:
Certification Date:

Expiration Date:

Subcontractor/Supplier:

Address:

Contact Person:

Phone:

Email:

How Many Years in Business?

DIR Registration #:

License No (if applicable):

Percentage (%)

Dollar Value ($)

Is Subcontractor or Supplier:

O DBE O SBE [ Not Applicable
1f DBE or SBE, include the following:
Certifying Agency:

Certification No.:
Certification Date:

Expiration Date:

Subcontractor/Supplier:

Address:

Contact Person:

Phone:

Email:

How Many Years in Business?

DIR Registration #:

License No (if applicable):

Percentage (%)

Dollar Value ($)

Is Subcontractor or Supplier:

O DBE O SBE [ Not Applicable
If DBE or SBE, include the following:
Certifying Agency:

Certification No.:

Certification Date:
Expiration Date:

Revised August 2019

(DO NOT LISTALTERNATIVE SUBOFFERORS FOR THE SAME WORK. ATTACH ADDITIONAL SHEETS AS NECESSARY.)
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ATTACHMENT D:
CERTIFICATION REGARDING LOBBYING

Offeror shall certify that it will not and has not used Federal appropriated funds to pay any person or organization for influencing or
attempting to influence an officer or employee of any agency, a member of Congress, officer or employee of Congtess, or an employee
of a member of Congress in connection with obtaining any Federal contract, grant or any other award covered by 37 U.S.C. 1352.
Offeror shall also disclose the name of any registrant under the Lobbying Disclosure Act of 1995 who has made lobbying contacts on its
behalf with non-Federal funds with respect to that Federal contract, grant or award covered by 37 U.S.C. 7352. Such disclosures shall
be forwarded to the District. Offerors shall ensure that all of its Subcontractors included in their Proposal shall certify the same.
Please choose one:

[] No, Offeror has not participated in lobbying activities as outlined above

[ Yes, Offeror has participated in lobbying activities as outlined above
If yes —and complete the Disclosure of Lobbying Activities form on the following page

Name of Offeror:
Person Completing Form:

Signature: Date:
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ATTACHMENT D-Continued
CERTIFICATION REGARDING LOBBYING

DISCLOSURE OF LOBBYING ACTIVITIES (Complete this form to disclose

lobbying activities pursuant to 31 U.S.C. 1352)

1.  Type of Federal Action: 2.  Status of Federal Action: 3.  Report Type:
[J contract [ bid/offer/application [J initial filing
[0 grant [ initial award [0 material change
[ cooperative agreement [ post-award
[ loan For Material Change Only:
[ loan guarantee Year Quarter
[] loan insurance Date of last report:

4.  Name and Address of Reporting Entity: 5. If Reporting Entity in No. 4 is Sub-awardee,
[ Prime [ Sub-awardee Enter Name and Address of Prime:
Tier, if known:
Congressional District, if known: Congressional District, if known:

6. Federal Department/Agency: 7. Federal Program Name/Description:

CFDA Number, if applicable:
8. Federal Action Number, if known: 9. Award Amount, if known: $

10a. Name and Address of Lobbying Entity:
(if individual, last name, first name, MI):

10b. Individuals Performing Services (including address if different from
No. 10a):

(Attach Continuation Sheet(s), if necessaty)

11.  Amount of Payment (check all that apply): 13. Type of Payment (check all that apply):

$ [Jactual  [] planned [ retainer
12.  Form of Payment (check all that apply): [ one-time fee

[ cash [0 commission

[ in-kind; specify: [ contingent fee

natutre [ deferred
value [ other (specify: )

14. Brief Description of Services Performed or to be Performed and Date(s) of Service, including officer(s), employee(s), or Membet(s) contacted, for

Payment indicated in Item 11:

15. Information requested through this form is authorized by title 31
U.S.C. section 1352. This disclosure of lobbying activities is a material
representation of fact upon which reference was placed by the user above
when this transaction was made or entered into. This disclosure is required
pursuant to 31 US.C. 1352. This information will be reported to the
Congtress semi-annually and will be available for public inspection. Any
person who fails to file the required disclosure shall be subject to a civil
penalty of not less than $10,000.00 and not more than $100,000.00 for
each failure.

Signature:

Print Name:
Title:
Telephone #:

Date:
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EXHIBIT 1
SAMPLE CONTRACT

THIS CONTRACT (the “Contract”) is made and entered into this __ day of 2020 (the  “Effective
Date”), by and between ALAMEDA-CONTRA COSTA TRANSIT DISTRICT, a special transit district established pursuant to California
Public Utilities Code, Section 24501 et seq., having its principal place of business at 1600 Franklin Street, Oakland, California 94612 (hereinafter
“AC Transit” or the “District”) and ,a corporation, having its principal place of business at
(hereinafter the “Contractor”).

THE PARTIES AGREE AS FOLLOWS:

1. Scope of Services. Contractor shall provide services (the “Services”) in full accordance with Request for Proposals No. 2020-1499
prepared and issued by the District, entitled (dated ), a copy of which is attached hereto and incorporated by this
reference. Contractor agrees to undertake, carry out and complete all work established herein in a professional and efficient manner
satisfactory to District standards.

Contractor is hereby cautioned not to perform any work or provide any service under this Contract until valid certificates of insurance, all
current and valid copies of any required licenses/certifications, and/or performance bond ate received and accepted by the District, if
applicable, a purchase order is issued for the services and/or products described herein and the AC Transit Project Manager
( ) has approved the project start date. Any work initiated prior to an official contract award and the submission of the
documents referenced above shall be performed solely at Contractot's risk.

2. Contract Term. Services under this Contract shall commence on/about 2020 and continue
through 2023 unless this Contract is
terminated sooner pursuant to Section 29 - Termination or extended by the parties, as allowed for herein. Services shall be performed at the
District’s direction and within the term set forth herein unless otherwise mutually agreed upon by the District and the Contractor.
Contractor shall not be held liable for delays resulting from problems of scheduling on the part of the District.

OPTION TO EXTEND THE CONTRACT (PRICED). At the sole discretion of the District, this Contract may be extended
unilaterally by the exercise of (__) one (1) year priced options. If exercised, the District shall notify Contractor, in writing, of its intent
to exercise each priced option at least #hirty (30) days prior to the exercise of said option(s). The option(s) shall be exercised in accordance
with the prices proposed in the original submitted bid.

3. Contract Price. Contractor agrees to perform all of the services, as accepted by the District, included in Section III of the REP (Scope of
Services) and in accordance with the fees as accepted by the District set forth in Attachment B-Cost Proposal of the RFP, not to exceed

$ in accordance with Contractor’s Proposal, and Best and Final Offer, if any, as accepted by the District.
Costs for these services will be on a firm-fixed price basis, not to exceed (. ) per
year, for a total estimated Contract value of IS ) for the (__) year period,

for all services performed in accordance with this Contract.

The total “not to exceed” price shall include all services, labor, materials, taxes, profit, overhead, insurance, subcontractor/subconsultant
costs, and all other costs and miscellaneous expenses incurred by the Contractor as reflected in the proposal. The District and Contractor
must mutually agree upon any adjustments in payment.

Contractor shall submit invoices, with a payment term of net thirty (30) days, at the end of each month services have been provided.
Invoices shall clearly describe in detail the services rendered by Contractor during the previous month and shall state the number of hours
and the applicable houtly or unit rate. Hourly or unit rates shall be in accordance with the Contractor’s Proposal, and Best and Final Offer,
if any, as accepted by the District. Invoices shall be submitted electronically to accountspavable@actransit.org or mailed to: AC Transit,
Attn: Accounts Payable, P.O. Box 28507, Oakland, California 94604. The District will endeavor to pay properly submitted, undisputed
invoices within thirty (30) calendar days of initial receipt. Please reference the Contract Number and Purchase Order Number on all submitted invoices.
Failure to do so conld delay payment.

Disputed Charges. If the District, in good faith, believes there is a dispute concerning the accuracy or applicability of any charge or other
invoiced amount, it will notify Contractor of the nature of such dispute not later than ten (10) calendar days after receipt of invoice and
will provide reasonable support for such dispute together with such notice of disputed charges. In such event, the District may withhold
such disputed charges or other invoiced amounts from payment of that or subsequent invoices. Failure by the District to identify a disputed
charge or other invoiced amount prior to payment of such charge or amount will not limit or waive any of its rights or remedies with
respect thereto, including its right to withhold such disputed charges or amounts from payments on subsequent invoices. Contractor shall
use diligent efforts to provide any supporting documentation required by the District to resolve any such disputes.

4. Component Parts. This Contract shall consist of the following documents, each of which is on file with the District, and is incorporated
into and made a part of this Contract by reference. In the event of a conflict these documents shall control in order of precedence as set
forth below:

e This Contract and any Amendments
e  RFP No. 2020-1499 and any Addenda thereto, as incorporated by reference
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e Contractor's Proposal dated __, and all attachments, as accepted by the District
o [Optional] Accepted Modifications to the Terms and Conditions attached hereto

Notices. All communications relating to the day-to-day activities of the provided services shall be exchanged between the District’s
representative, and the Contractor's representative, . All other notices, consent or other
communication (“Notice”) required or permitted under this Contract shall be in writing and either delivered in person, mailed or
clectronically delivered as follows:

DISTRICT CONTRACTOR
Michael Daly, Contracts Specialist Contact Name/Title
AC Transit Contractor’s Name
1600 Franklin Street, 6t Floor Contractor’s Address
Oakland, CA 94612 Contractor’s Address
Phone (510) 891-5469 Contractor’s Phone #:
Email: wdaly@actransit.org Contractor’s Email:

A Notice shall be deemed received at the time it is personally served, on the day it is sent by facsimile transmission, on the second day
after its deposit with any commercial air courier or express services of, if mailed, ten (10) days after the Notice is deposited in the United
States mail as above provided. Any time period stated in a Notice shall be computed from the time the Notice is deemed received. Either
party may change its mailing address or the person to receive Notice by notifying the other party as provided in this section. This
requirement for duplicate notice is not intended to change the effective date of the Notice sent by facsimile transmission.

Subcontracting. The Contractor shall not subcontract any services to be performed by it under this Contract without the prior written
approval of the District, except for service firms engaged in drawing, reproduction, typing, and printing. Any subcontractors must be
engaged under written contract with the Contractor with provisions allowing the Contractor to comply with all requirements of this
Contract. The Contractor shall be solely responsible for reimbursing any subcontractors, and the District shall have no obligation to them.
The Contractor shall be solely responsible for subcontractor insurance requirements, prompt payment affidavits, certifications regarding
lobbying, and DBE designations.

For contract monitoring and tracking purposes, the District utilizes B2GNow. This is an interactive system that requires all tiers of
contractors to login and submit payment data for prompt payment compliance and subcontractor utilization purposes. If no
subcontractors are being proposed, the District may waive the requirement of utilizing this system.

Ownership of Work. All reports, designs, drawings, plans, specifications, schedules, and other materials prepared, or in the process of
being prepared, for the services to be performed by Contractor shall be and are the property of the District and the District shall be entitled
to access thereto, and copies thereof, during the progress of the work. In the event that the work, which is the subject of this Agreement,
is not completed, for any reason whatsoever, all materials generated under this Agreement shall be delivered as the District may direct.

Changes. If the Contractor secks any changes to the Scgpe of Work that would require a modification of the amount of compensation or
the time required for performance, the changes must be reviewed and approved in writing in advance of any action to implement the
change by the Project Manager. In the event Contractor encounters any unanticipated conditions or contingencies that may affect the
scope of work or services, schedule, or the amount of compensation specified herein, the Contractor shall so advise the District
immediately upon notice of such condition or contingency. The written notice shall explain the circumstances giving tise to the unforeseen
condition or contingency and shall set forth the proposed adjustment in schedule or compensation. This written notice shall be given to
the District prior to the time that the Contractor performs work or services related to any proposed adjustment.

The District may at any time by written order, make changes to the Scpe of Work described in this Contract. If such changes cause an
increase in the budgeted cost of or the time required for performance of the agreed upon work, the Contractor shall notify the District in
writing of the amount of time and compensation adjustments that are required.

Any and all pertinent changes shall be expressed in a written supplement to this Contract prior to implementation of such changes.

Service Delivery. Award of this Contract is contingent upon Contractor’s ability to timely deliver the Services as outlined in the Scgpe of
Work. In the event of breach of this clause, the District reserves the right to: (a) terminate this Contract without liability by giving an
immediate notice and to charge the Contractor with any loss incurred as a result of the Contractor’s failure to make the delivery within the
time specified; or (b) charge a penalty of one-tenth percent (0.1%) of the total contract price for every day of delay or breach of the delivery
schedule by the Contractor.

Indemnification

A.  Contractor, its successors, assigns and guarantors, shall pay, defend, indemnify and hold harmless the District, and its agents,
representatives, officers, directors and employees (Indemnified Group) from and against all allegations, demands, proceedings,
suits, actions, claims, damages, losses, expenses, including but not limited to, reasonable attorney fees, court costs, and the cost
of appellate proceedings, and all claim adjusting and handling expense, related to, arising from or out of any of the following:

Any actions, acts, errors, mistakes or omissions caused in whole or part by Contractor relating to work or services in the
performance of this contract, including but not limited to, work or services by any subcontractor or anyone directly or indirectly
employed by or contracting with a Contractor or a subcontractor or anyone for whose acts any of them may be liable and any
injury or damages claimed by any of Contractor’s and subcontractor’s employees or subcontractors; or
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15.

Any allegation that materials or setvices provided by the Contractor infringe or violate any copyright, trademark, patent, trade
secret, or any other intellectual-property or proprietary right of any third party.

B. If any claim, action or proceeding is brought against the Indemnified Group, by reason of any event that is the subject of this
contract and or described herein, Contractor, at its sole cost and expense, shall pay, resist or defend such claim or action on
behalf of the Indemnified Group by attorney of Contractor, or if covered by insurance, Contractor’s insurer, all of which must
be approved by the District which approval shall not be unreasonably withheld or delayed.

The District shall cooperate with all reasonable efforts in the handling and defense of such claim. Included in the foregoing,
the District may engage its own attorney to defend or assist in its defense, and the Contractor shall pay the reasonable costs and
expenses thereof. Any settlement of claims must fully release and discharge the Indemnified Group from any further liability
for those claims. The release and discharge shall be in writing and shall be subject to approval by the District, which approval
shall not be unreasonably withheld or delayed. If Contractor, its agents or employees, neglects or refuses to defend the
Indemnified Group as provided by this contract, any recovery or judgment against the Indemnified Group for a claim covered
under this contract shall conclusively establish Contractor’s liability to the Indemnified Group in connection with such recovery
or judgment, and if the District desires to settle such dispute, the District shall be entitled to settle such dispute in good faith
and Contractor shall be liable for the amount of such settlement, and all expenses connected to the defense, including reasonable
attorney fees, and other investigative and claims adjusting expenses. This indemnification shall survive the termination of this
Contract.

C. Insurance provisions set forth in this contract are separate and independent from the indemnity provisions of this paragraph
and shall not be construed in any way to limit the scope and magnitude of the indemnity provisions. The indemnity provisions
of this paragraph shall not be construed in any way to limit the scope and magnitude and applicability of the insurance provisions.

Insurance Requirements. See Exhibit 2.
Small/Micro Business Enterprise (SBE/MBE) Goal

A. The District seeks to utilize Small Business Enterprises (SBE), including Disadvantaged Business Enterprises (DBE) and Micro
Business Enterprises (MBE) to the extent permissible by law, when such businesses ate available and the price of their goods,
material or services sought is reasonable and competitive in the matketplace.

B.  This project has no specific goal for SBE participation.

Contractor's Status. Neither the Contractor, nor any patty contracting with the Contractor shall be deemed to be an agent or employee
of the District. The Contractor is and shall be an independent contractor, and the legal relationship of any persons petforming services
for the Contractor shall be one solely between said parties.

Contractor shall not subcontract any services to be performed by it under this Agreement without the prior written approval of the District,
except for service firms engaged in drawing, production, typing and printing. Contractor shall be solely responsible for reimbursing any
subcontractors and the District shall have no obligation to them.

Rights in Data. The term “subject data” as used herein means recorded information, whether or not copyrighted, that is delivered under
this Contract. The term includes graphic or pictorial delineation in media, text in specifications or related petformance or design-type
documents and machine forms. Except for its own internal use, Contractor may not publish or reproduce such data in whole or in part,
nor may Contractor authorize others to do so, without the written consent of the District, until such time as the District may have either
released or approved release of such data.

In the event the Sape of Work in this Contract is not completed, all data generated under this Contract shall become subject data and shall
be delivered as the District may direct.

All reports, designs, drawings, plans, specifications, schedules, and other materials prepared, or in the process of being prepared, for the
services to be performed by Contractor shall be and are the property of the District and the District shall be entitled to access thetreto, and
copies thereof, during the progress of the work.

The Contractor represents and warrants that all materials prepared under this Contract are original or developed from materials in the
public domain (or both) and that all materials prepared under and services provided under this Contract do not infringe or violate any
copyright, trademark, patent, trade secret, or other intellectual-property or proprietary right of any third party.

Intellectual Property Rights.

15.1  In case of an alleged or actual claim, demand, action, suit, litigation proceeding or the like of a third party against the District,
its Board of Directors, officers, business partners or staff (together “District Indemnitees”) alleging that an ordered Product
or its use infringes or misappropriates any third party’s patent, trademark, trade secret, copyright or other intellectual property
right, Contractor shall (i) indemnify, defend and hold harmless the District Indemnitees from and against any and all liabilities,
losses, judgements, settlements, damages, costs and expenses (including attorney’s fees) and the like arising out of or being
related to any such intellectual property claim, and (ii) at its costs acquire for the District a right to use the Product or, in case
this is not possible at reasonable conditions, modify the Product to become non-infringing or to deliver an equivalent non-
infringing Product. If both remedies set forth in (i) of the previous sentence are impossible, the District Indemnitees shall
be entitled to return the affected Products against payment of the price for which Contractor has sold these Products without
any reduction even if the respective District Indemnitee has not purchased the affected Product directly from Contractor.
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15.2  Contractor’s obligations pursuant to this Sectzon Error! Reference source not found.5 shall not apply to the extent that: (i)
customized software product is produced to the District’s detailed design and the District’s design is the cause of the claim;
or (ii) product(s) are used in combination with equipment, software or other products not supplied, requited or recommended
by Contractor and such infringement would not have occurred but for such combination.

15.3  The District shall inform Contractor without unreasonable delay in writing of any claims related to protective rights as
mentioned in Seczion 0. and Contractor shall be given the opportunity to take over the defense against such intellectual property
claims.

Release of Information. Before releasing any reports, promotional materials or information prepared in connection with this Contract,
the Contractor shall provide a copy or copies for first review and approval by the District. Contractor shall not use the District’s name or
logo without specific written permission from the District’s Designated Representative.

Evaluation of Contractor’s Performance. The District reserves the right to evaluate the Contractor's performance under this Contract,
including but not limited to, compliance with all Contract flow down requirements for subcontractors, and to provide feedback and require
corrective action, as appropriate. The Contractor agrees to comply, including attending and participating in periodic Contract review
meetings, with any District directed Contract evaluation, project improvement plan, or corrective action for fulfillment of Contract
requirements. The Contractor agrees to promptly provide the District with any supporting documentation or evidence it may request,
including but not limited to, subcontracts. The failure of the Contractor to provide such documentation or adequately perform under this
Contract may result in suspension, termination, debarment, or any other remedy the District deems appropriate.

Most Favored Customer. Contractor represents the prices charged the District do not exceed existing selling prices to other customers
for the same or substantially similar items or services for comparable quantities under similar terms and conditions.

Spare Parts. Unless otherwise set forth herein, Contractor shall make spare parts available to the District for a period of two (2) years
from the date of delivery of the items to the District. If Contractor is unable to so provide spare patts, it shall provide the District with
the name(s) of Contractor’s suppliers so the District may attempt to procure such parts directly. In the event of such unavailability,
Contractor shall provide, at no cost, reasonable assistance to the District in obtaining spare parts.

Transition/Migration Cooperation. The Contractor agrees that upon termination of this Contract for any reason, sufficient efforts and
cooperation will be provided to ensure an orderly and efficient transition of services to the customer or to a different Contractor. The
Contractor shall provide full disclosure to the subsequent Contractor and to the District on the equipment, software and required processes
and procedures to petform the District’s services. The Contractor agrees to transfer licenses or assign agreements for any software or
setvices used to provide the setvices to the District or to a subsequent Contractor. The Contractor agrees to support the transition of
code, data, and environments, including virtual server images if any.

Notice of Labor Disputes.

A. If the Contractor or a subcontractor has knowledge that any actual or potential labor dispute is delaying or threatens to delay
the timely performance of this Contract, the Contractor or subcontractor shall immediately give notice, including all relevant
information, to the District’s Project Manager and the District’s Contracts Specialist.

B. The Contractor agrees to insert the substance of this clause, including this paragraph in any subcontract under which a labor
dispute may delay the timely performance of this Contract; except that each subcontract should provide that in the event its
timely performance is delayed or threatened by delay by any actual or potential labor dispute, the subcontractor should
immediately notify the next higher tier subcontractor or the Contractor, as the case may be, of all relevant information
concerning the dispute.

Safety. Contractor shall be solely and completely responsible for conditions on the jobsite, including safety of all persons and property
during performance of the Services. This requirement shall apply continuously and not be limited to normal working hours. Contractor
shall promptly and fully comply with and carry out safety requirements as prescribed by federal, state, or local laws or regulations and
industry standards.

Licensing and Certifications. Contractor is required to obtain all applicable business and professional licenses required to perform work
within the City of Oakland, Alameda County and the State of California.

Removal of Contract Personnel.

A.  The Contractor acknowledges that any person assigned to work under this Contract must perform their duties so as to not
unduly impair contract performance. By assigning a person to work under this Contract, the Contractor agrees to be responsible
for the behavior of that person during contract performance.

B. The Contractor acknowledges that the District has the right to require the removal of any Contractor and any subcontractor
employee that the District determines, at its sole discretion, to be negatively effecting performance of work under the contract.
Examples of such behavior include, but are not limited to: (1) conduct which poses a threat to the safety of anyone working
under the contract and any District employee; (2) conduct which is disruptive to contract performance; (3) careless work; (4)
conduct which is not appropriate when working with District employees under this Contract; and (5) conduct in violation of
District policy or local, state or federal laws.

C. 'The District will provide written notice to the Contractor that a person's behavior is unacceptable or unduly impaiting contract
performance. Upon receipt of written notice from the District, the Contractor agrees to remove that person from doing any
further work on the Contract, and to cause that person to be removed from providing service under this Contract. The
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Contractor agrees that it is not entitled to any additional costs it may incur as a result of the removal of the person from the
District. The Contractor agrees to find a timely replacement and in no event shall this period exceed seventy-two (72) hours
from that person being removed.

Communication with Contractor’s Staff. In order to ensure efficient communication of operational needs, the District staff shall be
permitted to communicate directly with Contractor’s staff regarding day to day issues for the purpose of inquiry as to factual performance
issues. The District will not give Contractot’s staff directions concerning performance under this Contract. Issues which affect the Contract
will be communicated through the General Manager.

Application of Federal, State and Local Laws and Regulations. During the Contract period of performance, the Contractor shall be
subject to and comply with all current and new FTA, Federal, State and/or local laws, regulations, policies, procedures, and directives, and
shall adhere to all financial privacy laws and regulations, if Federal funds are used to supplement District funding. Contractor agrees that
the most recent of such Federal requirements will govern the administration of a contract at any particular time, except if there is sufficient
evidence in the Contract of a contrary intent. To achieve compliance with changing requirements, the Contractor agrees to include in all
agreements with subcontractors a statement that Federal requirements may change and that any changed requirement will apply. Federal
terms and conditions will be incorporated through an amendment to the contract.

Anti-Kickback and Gratuities. The Contractor is prohibited from receiving any kickbacks, gratuities, payments, merchandise, equipment,
supplies, services or favors in exchange for directing additional billable services to any sub-contractor.

No Assignment. This Agreement is personal to each of the parties hereto. The Contractor shall not assign any of its rights nor transfer
any of its obligations under this Agreement without the prior written consent of the District.

Force Majeure. Each party shall be excused from performance of any of its obligations under this Contract if such inability was caused
by an event beyond that party's reasonable control ("Force Majeure Event"). A Force Majeure Event shall include (i) natural disasters (e.g,
carthquatke, hurricanes, floods, fire); (ii) major upheavals (e.g, war, riots, act of terrorism, sabotage, embargoes); (iii) epidemics or pandemics; or (iv)
government intervention (e.g., government orders, court orders, confiscation, condemnation, future laws, government shutdown).

If a Force Majeure Event occurs, then Contractor shall make all commercially reasonable efforts to deliver product or services to the
District or to provide the District with replacement product or service. In either case, the District shall reimburse Contractor for reasonable
costs incurted by Contractor in order to provide the product, replacement product or service. If the Force Majeure Event continues
exceeds thirty (30) days, the District may pause or terminate the Contract for Convenience in accordance with Section 29 of this Contract.

Termination.

A. Termination for Convenience of the District. The District, by written notice, may terminate this contract, in whole or in part,
whenever the District determines that such termination is in its best interests. Any termination under this provision shall be
affected by delivery to the Contractor of a notice of termination specifying the extent to which performance of work under the
contract is terminated, and the date upon which such termination becomes effective. After receipt of said notice, Contractor
shall stop work on this contract on the date and to the extent specified in said notice, terminate all applicable orders and
subcontracts, and complete all work not terminated by said notice. After receipt of said notice, Contractor shall submit to the
District its termination claim setting forth Contractot's actual, direct, and unavoidable costs incurred which cannot be canceled
as a result of said termination with such information as may be required by the District to evaluate the claim. The determination
of the District on the claim shall be final subject only to an appeal pursuant to the dispute resolution procedures set forth herein.

B. Termination for Default. In the event that the Contractor breaches the terms ot violates the conditions of the contract and
does not within ten (10) calendar days after receipt from the District of a notice of default (or, in the case of a default that
cannot be remedied within ten (10) calendar days, to commence to cure said default within said ten (10) calendar days and
thereafter to diligently pursue said cure until the default is remedied), the District may in its discretion terminate the contract,
or such portion thereof, as the District determines to be most directly affected by the default.

The term "default" for purposes of this provision includes, but is not limited to, the performance of work in violation of the
terms of this contract; abandonment, assignment, delegation or subletting of this contract without approval of the District;
bankruptcy or appointment of a receiver for Contractor's property; failure to perform services or other required
acts within the time specified for the contract or any extension thereof; refusal or failure to provide proper workmanship;
failure to take effective steps to end a prolonged labor dispute; and the performance of the contract in bad faith. If, after
termination for failure to fulfill contract obligations, it is determined that the Contractor was not in default, the rights and
obligations of the parties shall be the same as if termination had been issued for the convenience of the District.

C. Termination for Force Majeure. The performance of work under this Contract may be terminated by the District, in its
discretion, based upon unforeseen causes beyond the control and without the fault or negligence of the Contractor such as Force
Majenre Events which render impossible the Contractor's performance under the contract.

D. Termination for Non-Appropriation of Funds. The continuation of this Contract is contingent upon the appropriation of
funds by local, state and federal bodies. If local, state or federal contracts, grants, or other authorizations of funding fail to
appropriate sufficient funds or if funds are not otherwise made available for continued performance for any fiscal year of this
Contract after the first fiscal year, or if such appropriation is reduced by the veto of the Governor, or for any other lawful
purpose, and the effect of such reduction is to provide insufficient funds for the continuation of this Contract, the Contract
shall be canceled automatically as of the beginning of the fiscal year for which funds were not appropriated or otherwise made
available; provided, however, that this will not affect either the District’s or the Contractor’s rights under any termination clause
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in this Contract. The effect of termination of the Contract hereunder will be to discharge both the Contractor and the District
from future performance of the Contract, but not from their rights and obligations existing at the time of termination. Upon
termination of this Contract, the District shall pay the Contractor only its allowable costs to the date of termination. Contractor
shall be entitled to payment for work performed satisfactorily and reimbursed for the reasonable value of any nonrecurring costs
incurred but not amortized in the price of the Contract. If the Contractor has any property in its possession belonging to the
District, the Contractor will account for the same and dispose of it in the manner the District directs. The District shall notify
the Contractor, in writing, as soon as it has knowledge that funds may not be available for the continuation of this Contract for
each succeeding fiscal period beyond the first.

Upon termination of this Contract, the District shall pay the Contractor only its allowable costs to the date of termination. If the Contractor
has any property in its possession belonging to the District, the Contractor will account for the same and dispose of it in the manner the
District directs.

Suspension of Work. The District unilaterally may order the Contractor in writing to suspend, delay, or interrupt all or any part of its
performance for such period of time as the Procurement Director may determine to be appropriate for the convenience of the
District. Upon suspension of Work, the District shall pay the Contractor its allowable costs to the date of suspension. Contractor shall be
entitled to payment for work performed satisfactorily and reimbursed for the reasonable value of any nonrecurring costs incurred but not
amortized in the price of the Contract.

Dispute Resolution. The District and Contractor agree to attempt in good faith to resolve all disputes informally. The Parties agree that
any dispute arising from this Contract, that is not resolved within thirty (30) days by the Parties’ representatives responsible for the
administration of this Contract will be set forth in writing to the attention of the District's General Manager for resolution. If mutually
agreed, the Parties may use an alternative dispute resolution process such as mediation and/or arbitration to resolve their dispute prior to
initiating any formal action in court. Unless otherwise directed by the District, the Contractor shall continue performance under this
Agreement while matters in dispute are being resolved.

In the event any controversy, claim or dispute between the District and the Contractor arising out of or related to this Contract, or the
breach hereof, that has not been resolved by informal discussions and negotiations, either party may, by written notice to the other, invoke
the formal dispute resolution procedures set forth herein. The written notice invoking these procedures shall set forth in reasonable detail
the nature, background and circumstances of the controversy claim or dispute. During the thirty (30) days following said written notice,
the parties shall meet, confer and negotiate in good faith to resolve the dispute. Either party may, during said thirty (30) day period, request
the utilization of the services of a professional mediator, and the other party or parties to this dispute shall cooperate with such request
and share the reasonable costs of such mediator.

A. In the event any controversy, claim or dispute between the District and the Contractor arising out of or related to this contract,
or the breach hereof, cannot be settled or resolved amicably by the parties during the thirty (30) day period of good faith
negotiations provided for above, the either party or any party hereto may submit said controversy, claim or dispute for binding
arbitration before a single neutral arbitrator in accordance with the provisions contained herein and in accordance with the
Commercial Arbitration Rules of the American Arbitration Association ("Rules"); provided, however, that notwithstanding any
provisions of such Rules, the parties to the arbitration shall have the right to take depositions and obtain discovery regarding
the subject matter of the arbitration, as provided in Title III of Part 4 (commencing with Section 1985) of the California Code
of Civil Procedure, as and to the extent that the arbitrator deems fair and reasonable. Judgment upon the award rendered by the
arbitrator may be entered in any court having jurisdiction. The arbitrator shall determine all questions of fact and law relating to
any controversy, claim or dispute hereunder, including but not limited to whether or not any such controversy, claim or dispute
is subject to the arbitration provisions contained herein.

B. Any party desiring atbitration shall serve on the other party or parties and the San Francisco Office of the American Arbitration
Association, in accordance with the aforesaid Rules, its Notice of Intent to Arbitrate ("Notice"). The parties shall select a single,
neutral arbitrator who is generally familiar with the factual and legal issues that relate to this Contract and the dispute to be
resolved by arbitration. In the event that the parties are unable to agree on a neutral arbitrator, then one shall be selected in
accordance with the Rules. The arbitration / provided hereunder are hereby declared to be self-executing and it shall not be
necessary to petition a court to compel arbitration.

C. The parties to the arbitration shall share equally all costs of the arbitration, including the fee of the neutral arbitrator, and each
party shall bear its own costs. The arbitrator shall have the authority, in accordance with the provisions of this Contract, to
award to the prevailing party its costs, including its shate of the arbitration costs, and reasonable attorneys' and expert witness
fees and expenses.

D. If a controversy, claim or dispute arises between the parties which is subject to the arbitration provisions hereunder, and there
exists or later arises a controversy, claim or dispute between the parties, or either of them, and any third party, which controversy,
claim or dispute arises out of or relates to the same transaction or series of transactions, said third party controversy, claim or
dispute shall be consolidated with the arbitration proceedings hereunder; provided, however, that any such third party shall be
a party to an agreement with either of the parties which provides for the arbitration of disputes thereunder in accordance with
rules and procedures substantially the same in all material respects as provided for herein or, if not, shall consent to arbitration
as provided for hereunder.

E.  All arbitration proceedings shall be held in Oakland, County of Alameda, California.
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F.  The Notice of the demand for arbitration shall be made within a reasonable time after the claim, dispute or other matter
in question has arisen, and in no event shall it be made after the date when institution of legal or equitable proceedings based
on such claim, dispute or other matter in question would be batred by the applicable statute of limitations.

G. Unless otherwise directed by the District, the Contractor shall continue performance under this Agreement while matters in
dispute are being resolved.

Continuity of Services. Contractor acknowledges that the timely and complete performance of its obligations pursuant to this Contract
is critical to the business and operations of the District. Accordingly, in the event Contractor or its affiliate is unwilling or unable to
perform the Services herreunder as contracted, the District shall have the right to engage a Third Party to perform such duties until such
time as Contractor is able to fulfill the duties as contracted.

Continuity of Supply. Contractor acknowledges that the timely and complete performance of its obligations under this contract are vital
to the business and operations of the District and must be continued without interruption. Accordingly, in the event Contractor or its
affiliate is unwilling or unable to supply, upon commercially reasonable terms and timing of orders, the Products as contracted by the
District under this Contract, the District shall be granted license rights of Contractor or its Affiliates to the extent necessary to enable the
District to purchase or engage a Third Party to purchase and supply Products until such time as Contractor is able to fulfill the Products
requests by the District.

Records. All Contractor and any subcontractor costs incurred in the performance of this Contract will be subject to audit. The Contractor
shall provide the District with copies of fully executed subcontracts. The Contractor and any subcontractors shall permit the District or
its authorized representatives to, within forty-eight (48) hours of notice, inspect, examine, make excerpts from, transcribe, and copy the
Contractor’s books, work, documents, papers, materials, payrolls records, accounts, and any and all data relevant to the Contract at any
reasonable time, and to audit and verify statements, invoices or bills submitted by the Contractor pursuant to this Contract. The Contractor
shall also provide such assistance as may be required in the course of such audit. The Contractor shall retain these records and make them
available for inspection hereunder for a period of four (4) years after expiration or termination of the Contract.

If, as a result of the audit, it is determined by the District’s Contractor or staff that reimbursement of any costs including profit or fee
under this Contract was in excess of that represented and relied upon during price negotiations or represented as a basis for payment, the
Contractor agrees to reimburse the District for those costs within sixty (60) days of written notification by the District. The Contractor
warrants and represents that it presently has no interest and agrees that it will not acquire any interest that would present a conflict of
interest under California Government Code §§f 1090 et seq. or §§f 87100 et seq. during the performance of services under this Contract. The
Contractor further covenants that it will not knowingly employ any person having such an interest in the performance of this Contract.
Violation of this provision may result in this Contract being deemed void and unenforceable.

Reporting. Contractor shall provide weekly Project Status Reports to the District’s Project Manager or his/her designee, as requested.

Claims Process (Public Contract Code § 9204). A claim is a separate demand by the Contractor for one or more of the following: (i) a
time extension for relief from damages or penalties for delay, (ii) payment of money or damages arising from work done pursuant to the
contract for a public work, or (iii) payment of an amount disputed by the District. A claim must be sent by registered or certified mail, and
upon receipt of a claim sent by registered or certified mail, the District will review it and, within foty-five (45) days, provide a written
statement identifying the disputed and undisputed portions of the claim. The forty-five (45) day period may be extended by mutual
agreement or, until after the next Board of Directors meeting, if the Board must approve the disputed and undisputed portions of the
claim. Any payment due on the undisputed portion of the claim must be processed within sixty (60) days.

If the claimant disputes the District’s written response or if the District fails to respond to a claim within the time prescribed, the claimant
must demand a meet and confer for settlement of the issues in dispute. The District must then schedule a meet and confer conference
within thirty (30) days for settlement of the dispute. Any disputed portion of the claim that remains in dispute after the meet and confer
conference will be subject to nonbinding mediation, as specified. The District can also require arbitration of disputes under private
arbitration or the Public Works Contract Arbitration Program, if the mediation does not resolve the dispute.

If the District fails to respond to a claim from a contractor within the above referenced time periods, the claim is deemed rejected in its
entirety. Unpaid claim amounts which are not paid in a timely manner shall accrue interest at seven percent (7%) per annum.

To read the full AB 626 language, please refer to: http://www.leginfo.ca.gov/pub/15-16/bill/asm/ab 0601-
0650/ab 626 cfa 20160627 172317 sen comm.html.

Conflict of Interest. The Contractor warrants and represents that it presently has no interest and agrees that it will not acquire any interest
that would present a conflict of interest under California Government Code §§f 1090 et seq. or § 87100 et seq. during the performance of services
under this Contract. The Contractor further covenants that it will not knowingly employ any person having such an interest in the
performance of this Contract. Violation of this provision may result in this Contract being deemed void and unenforceable.

Depending on the nature of the work performed, a Contractor of the District is subject to the same conflict of interest prohibitions that
govern District employees and officials (Cal. Govt. Code Section 1090 et seq. and Cal. Govt. Code Section 87100 et seq. as well as all applicable
federal regulations and laws). During the proposal process or the term of the Contract, Contractor and its employees may be required to
disclose financial interests.

No person previously in the position of director, officer, employee or agent of the District may act as an agent or attorney for, or otherwise
represent, the Contractor by making any formal or informal appearance, or any oral or written communication, before the District, or any
officer or employee of the District, for a period of twelve (12) months after leaving office or employment with the District if the appearance
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or communication is made for the purpose of influencing any action involving the issuance, amendment, award or revocation of a permit,
license, grant or contract.

The Contractor shall take all reasonable measures to preclude the existence or development of an organizational conflict of interest in
connection with work performed under this Contract and other solicitations. An organizational conflict of interest occurs when, due to
other activities, relationships, or contracts, a firm or person is unable, or potentially unable, to render impartial assistance or advice to
the District; a firm or person’s objectivity in performing the contract work is or might be impaired; or a firm or person has an unfair
competitive advantage in proposing for award of a contract as a result of information gained in performance of this or some other contract.

The Contractor shall not engage the services of any subcontractor or independent Contractor on any work related to this Contract if the
subcontractor or independent contractor, or any employee of the subcontractor or independent contractor, has an actual or apparent
organizational conflict of interest related to work or services contemplated under this Contract.

If at any time during the term of this Contract, the Contractor becomes aware of an organizational conflict of interest in connection with
the work performed hereunder, the Contractor immediately shall provide the District with written notice of the facts and circumstances
giving rise to this organizational conflict of interest. The Contractor's written notice will also propose alternatives for addressing or
climinating the organizational conflict of interest. If at any time during the term of this Contract, the District becomes aware of an
organizational conflict of interest in connection with the Contractor's performance of the work hereunder, the District shall similarly
notify the Contractor. In the event a conflict is presented, whether disclosed by the Contractor or discovered by the District, the District
will consider the conflict presented and any alternatives proposed and meet with the Contractor to determine an appropriate course of
action. The District's determination as to the manner in which to address the conflict shall be final.

During the term of this Contract, the Contractor must maintain lists of its employees, and the subcontractors and independent Contractor
used and their employees. The Contractor must provide this information to the District upon request. However, submittal of such lists
does not relieve the Contractor of its obligation to assure that no organizational conflicts of interest exist. The Contractor shall retain this
record for four (4) years after the District makes final payment under this Contract. Such lists may be published as part of future District
solicitations.

The Contractor shall maintain written policies prohibiting organizational conflicts of intetest and shall ensure that its employees are fully
familiar with these policies. The Contractor shall monitor and enforce these policies and shall require any subcontractors and affiliates to
maintain, monitor and enforce policies prohibiting organizational conflicts of interest.

Failure to comply with this section may subject the Contractor to damages incurred by the District in addressing organizational conflicts
that arise out of work performed by the Contractor, or to termination of this Contract for breach.

Prohibited Interests. No Director, officet, or employee of the District during his/her tenute or for one (1) year thereafter, shall have any
interest direct or indirect, in this Agreement or the proceeds thereof. Contractor covenants that it presently has no interest, direct or
indirect, which would conflict in any manner or degree with the performance of the services called for under this Agreement. Contractor
further covenants that in the performance of this Agreement no person having any such interest shall be employed by Contractor. The
District may require Contractor to file an annual Statement of Economic Interest form pursuant to the Political Reform Act of 1974
(Government Code Section 81000 et seq.).

Statement of Economic Interest. The District’s Conflict of Interest Code designates some Contractors and Consultants as a category
of persons who must complete Form 700, Statement of Economic Interest, at the beginning of the contract period and again at the termination
of the contract. Selected Contractors may be required to complete the Form 700 before work may begin.

Non-Discrimination Assurance — Title VI of the Civil Rights Act. The Contractor shall not disctiminate on the basis of race, color,
national origin, or sex in the performance of this Contract. The Contractor shall carry out applicable requirements of 49 CFR Part 26 in
the award and administration of U.S. DOT-assisted contracts. Further, the Contractor agrees to comply with all provisions prohibiting
discrimination on the basis of race, color, or national origin of Title V' of the Civil Rights Act of 1964, as amended, 42 U.S.C. §§ 2000d et seq.,
and with U.S. DOT regulations, "Nondiscrimination in Federally-Assisted Programs of the Department of Transportation — Effectuation of Title V' of the
Civil Rights Act,”" 49 C.F.R. Part 21. The Contractor shall obtain the same assurances from its joint venture partnets, subcontractors, and
subconsultants by including this assurance in all subcontracts entered into under this Contract. Failure by the Contractor to carry out
these requirements is a material breach of this Contract, which may result in the termination of this Contract or such other remedy as the
District deems appropriate, which may include, but is not limited to withholding monthly progress payments, assessing sanctions, liquidated
damages, and/or disqualifying the contractor from future bidding as non-responsible.

During the performance of this Contract, Contractor and its subconsultants and subcontractors shall not unlawfully discriminate, harass,
or allow harassment against any employee or applicant for employment because of sex, race, color, ancestry, religious creed, national origin,
physical disability (including HIV and AIDS), mental disability, medical condition (e.g., cancer), age (over 40), marital status, and denial of
family care leave. Contractor and subconsultants or subcontractors shall insure that the evaluation and treatment of their employees and
applicants for employment are free from such discrimination and harassment. Contractor and subconsultants shall comply with the
provisions of the Fair Employment and Housing Act (Gov. Code §12990 (a-f) et seq.) and the applicable regulations promulgated thereunder
(California Code of Regulations, Title 2, Section 7285 et seq.). The applicable regulations of the Fair Employment and Housing Commission
implementing Government Code Section 12990 (a-f), set forth in Chapter 5 of Division 4 of Title 2 of the California Code of Regulations, are incorporated
into this Contract by reference and made a part hereof as if set forth in full. Contractor and its subconsultants shall give written notice of
their obligations under this clause to labor organizations with which they have a collective bargaining or other Contract.

Contractor shall include the nondiscrimination and compliance provisions of this clause in all subcontracts to perform work under the
Contract.
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42.

43.

44.

45.

46.

47.

48.

49.

Equal Employment Opportunity. In connection with the performance of this Contract, the Contractor shall not discriminate against
any employee or applicant for employment because of race, color, religion, citizenship, political activity or affiliation, national origin,
ancestry, physical or mental disability, marital status, age, medical condition (as defined under California law), veteran status, sexual
orientation, gender identity, gender expression, sex or gender (which includes pregnancy, childbirth, breastfeeding, or related medical
conditions), taking or requesting statutorily protected leave, or any other characteristics protected under federal, state, or local laws. The
Contractor shall take affirmative actions to ensure that applicants are employed, and that employees are treated during their employment,
without regatd to their race, religion, color, sex, disability, national origin, or any other characteristic protected under state, federal, or local
laws. Such actions shall include, but not be limited to, the following: employment, upgrading, demotion or transfer, recruitment or
recruitment advertising, layoff or termination, rates of pay or other forms of compensation; and selection for training, including
apprenticeship. The Contractor further agrees to insert a similar provision in all subcontracts, except subcontracts for standard commercial
supplies or raw materials.

Attorney's Fees. In the event that it becomes necessary for either party to bring a lawsuit to enforce any of the provisions of the Contract,
the parties agree that the court having jurisdiction over such dispute shall have the authority to determine and fix reasonable attorney's
fees to be paid to the prevailing party.

Waiver. Failure of any party to exercise any right or option arising out of a breach of this Contract shall not be deemed a waiver of any
right or option with respect to any subsequent or different breach, or the continuance of any existing breach.

Applicable Law and Venue. This Contract, its interpretation and all work performed under it shall be governed by the laws of the State
of California. In the event of a dispute or breach of contract, venue shall be in Alameda County, California.

Binding on Successors. All of the terms, provisions and conditions of this Contract shall be binding upon and inure to the benefit of
the parties and their respective successors, assigns and legal representatives.

Third-Party Beneficiaries. This Contract is not for the benefit of any person or entity other than the parties.

Severability. If any provision of this Contract shall be deemed invalid or unenforceable, that provision shall be reformed and/or construed
consistently with applicable law as nearly as possible to reflect the original intentions of this Contract, and in any event, the remaining
provisions of this Contract shall remain in full force and effect.

Entire Contract; Modification. This Contract, including any attachments, constitutes the entire Contract between the parties with respect
to the subject matter hereof, and all such agreements entered into prior hetreto are revoked and superseded by this Contract, and no
representations, warranties, inducements or oral agreements have been made by any of the parties except as expressly set forth herein, or
in other contemporaneous written agreements. This Contract may not be changed, modified or rescinded except in writing, signed by
authorized representatives of all parties hereto, and any attempt at oral modification of this Agreement shall be void and of no effect. In
the event of a conflict between the terms and conditions of this Contract and the attachments, the terms of this Contract will prevail.

IN WITNESS WHEREOF, the parties have executed this Contract on the dates set forth below.

ALAMEDA-CONTRA COSTA TRANSIT DISTRICT CONTRACTOR:

Michael A. Hursh Date Signature Date
General Manager

Approved as to Form and Content: Printed Name

Jill A. Sprague Date Title
General Counsel

Signature Date

Printed Name

Title

*If the Contractor is a corporation, this Contract must be executed by two (2) corporate officers, consisting of: (a) the president, vice president or chair of the board; and (b) the
secretary, assistant secretary, chief financial officer or assistant treasurer. In the alternative, this Contract may be executed by a single officer or a person other than an officer provided
that evidence satisfactory to the District is provided demonstrating that such individual is anthorized to bind the corporation (e.g. a copy of a certified resolution from the corporation’s
board or a copy of the corporation’s bylaws)
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ATTACHMENT 1-A
SCOPE OF SERVICES
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EXHIBIT 2
INSURANCE REQUIREMENTS

Coverage shall be at least as broad as:

1.

Commercial General Liability (CGL): Insurance Services Office Form CG 00 01 covering CGL on an “occurrence” basis, including
products and completed operations, property damage, bodily injury and personal & advertising injury with limits no less than $1,000,000.00
per occurrence. If a general aggregate limit applies, either the general aggregate limit shall apply separately to this project/location (ISO
CG 25 03 or 25 04) or the general aggregate limit shall be twice the requited occurrence limit.

a.  Sexual Abuse or Molestation (SAM) Liability: If the CGL policy referenced above is not endorsed to include affirmative
coverage for sexual abuse or molestation, Contractor shall obtain and maintain a policy covering Sexual Abuse and
Molestation with a limit no less than $2,000,000.00 per occurrence or claim.

Automobile Liability: Insurance Services Office Form Number CA 0001 covering, Code 1 (any auto), or if Contractor has no owned autos,
Code 8 (hired) and Code 9 (non-owned), with limit no less than $2,000,000.00 per accident for bodily injury and property damage.

Workers’ Compensation insurance as required by the State of California, with Statutory Limits, and Employer’s Liability Insurance with
limit of no less than $1,000,000.00 per accident for bodily injury or disease. (INot required if Contractor provides written verification it has no
employees)

Professional Liability Errors and Omissions Insurance appropriate to the Contractor’s profession and work hereunder, with limits
not less than $2,000,000.00 per occurrence. Coverage shall be sufficiently broad to respond to the duties and obligations as is undertaken
by the Contractor in this contract and shall include, but not be limited to, claims involving infringement of intellectual property, copyright,
trademark, invasion of privacy violations, information theft, the release of private information, extortion and network secutity. The policy
shall provide coverage for breach response costs as well as regulatory fines and penalties as well as credit monitoring expenses with limits
sufficient to respond to these obligations.

a.  The Policy shall include, or be endorsed to include, property damage liability coverage for damage to, alteration of, loss of,
ot destruction of electronic data and/or information “property” of the Agency in the cate, custody, or control of the
Contractor. If not covered under the Contractot’s liability policy, such “property” coverage of the Agency may be endorsed
onto the Contractot’s Cyber Liability Policy as covered property as follows:

i Cyber Liability coverage in an amount sufficient to cover the full replacement value of damage to, alteration of,
loss of, ot destruction of electronic data and/or information “property” of the Agency that will be in the care,
custody, or control of Contractor.

il. The Insurance obligations under this contract shall be the greater of 1—all the Insurance coverage and limits
carried by or available to the Contractor; or 2— the minimum Insurance requirements shown in this contract.
Any insurance proceeds in excess of the specified limits and coverage required, which are applicable to a given
loss, shall be available to Agency. No representation is made that the minimum Insurance requirements of this
contract are sufficient to cover the indemnity or other obligations of the Contractor under this contract.

If the Contractor maintains broader coverage and/or higher limits than the minimums shown above, the Entity requires and
shall be entitled to the broader coverage and/or the higher limits maintained by the contractor. Any available insurance
proceeds in excess of the specified minimum limits of insurance and coverage shall be available to the Entity.

Other Insurance Provisions: The insurance policies are to contain, or be endorsed to contain, the following provisions:

a. Additional Insured Status: The Entity, its officers, officials, employees, and volunteers are to be covered as additional
insureds on the CGL policy with respect to liability arising out of work or operations performed by or on behalf of the
Contractor including materials, parts, or equipment furnished in connection with such work or operations. General liability
coverage can be provided in the form of an endorsement to the Contractor’s insurance (at least as broad as ISO Form CG 20
10 11 85 or both CG 20 10, CG 20 26, CG 20 33, or CG 20 38; and CG 20 37 forms if later revisions used).

b.  Primary Coverage: For any claims related to this contract, the Contractor’s insurance coverage shall be primary insurance
primary coverage at least as broad as ISO CG 20 07 04 13 as respects the Entity, its officers, officials, employees, and
volunteers. Any insurance or self-insurance maintained by the Entity, its officers, officials, employees, or volunteers shall be
excess of the Contractor’s insurance and shall not contribute with it.

c.  Notice of Cancellation: Each insurance policy required above shall state that coverage shall not be canceled, except with
notice to the Entity.

d. Waiver of Subrogation: Contractor hereby grants to Entity a waiver of any right to subrogation which any insurer of said
Contractor may acquire against the Entity by virtue of the payment of any loss under such insurance. Contractor agrees to
obtain any endorsement that may be necessary to affect this waiver of subrogation, but this provision applies regardless of
whether or not the Entity has received a waiver of subrogation endorsement from the insurer.

e.  Self-Insured Retentions: Self-insured retentions must be declared to and approved by the Entity. The Entity may require
the Contractor to provide proof of ability to pay losses and related investigations, claim administration, and defense expenses
within the retention. The policy language shall provide, or be endorsed to provide, that the self-insured retention may be
satisfied by either the named insured or Entity.
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f.  Acceptability of Insurers: Insurance is to be placed with insurers authorized to conduct business in the state with a current A.M.
Best’s rating of no less than A:VII, unless otherwise acceptable to the Entity.

g.  Claims Made Policies: If any of the required policies provide coverage on a claims-made basis:

i The Retroactive Date must be shown and must be before the date of the contract or the beginning of contract
work.
ii. Insurance must be maintained and evidence of insurance must be provided for at least five (5) years after

completion of the contract of work.

iii. If coverage is canceled or non-renewed, and not replaced with another claims-made policy form with a
Retroactive Date prior to the contract effective date, the Contractor must purchase “extended reporting”
coverage for a minimum of five (5) years after completion of contract work.

h.  Verification of Coverage: Contractor shall furnish the Entity with original Certificates of Insurance including all required
amendatory endorsements (or copies of the applicable policy language affecting coverage required by this clause) and a copy of
the Declarations and Endorsement Page of the CGL policy listing all policy endorsements to Entity before work begins. However,
failure to obtain the required documents prior to the work beginning shall not waive the Contractor’s obligation to provide them.
The Entity reserves the right to require complete, certified copies of all required insurance policies, including endorsements
required by these specifications, at any time.

i.  Subcontractors: Contractor shall require and verify that all subcontractors maintain insurance meeting all the requirements stated
herein, and Contractor shall ensure that Entity is an additional insured on insurance required from subcontractors.

j. Special Risks or Circumstances: The District reserves the right to modify these requirements, including limits, based on the
nature of the risk, prior experience, insurer, coverage, or other special circumstances.
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EXHIBIT 3
FEDERAL TERMS

INCORPORATION OF FEDERAL TRANSIT ADMINISTRATION (FTA) TERMS

The provisions of this Contract include, in patt, certain Standard Terms and Conditions required by the US Department of Transportation
(DOT), whether or not expressly set forth in the RFQ (2018-1435). All contractual provisions required by DOT, as set forth in FTA Circular
4220.1F, revised 2012 and any future revisions, are hereby incorporated by reference. Anything to the contrary herein notwithstanding, all FTA
mandated terms shall be deemed to control in the event of a conflict with other provisions contained in this contract. The Offeror shall not
perform any act, fail to perform any act, or refuse to comply with any District requests which would cause the District to be in violation of the
FTA terms and conditions.

1.

NO FEDERAL GOVERNMENT OBLIGATIONS TO THIRD PARTIES. The District and Offeror acknowledge and agree that,
notwithstanding any concurrence by the Federal Government in or approval of the solicitation or award of the underlying resulting
contract, absent the express written consent by the Federal Government, the Federal Government is not a party to any contract and shall
not be subject to any obligations or liabilities to the District, Offeror , or any other party (whether or not a party to that contract) pertaining
to any matter resulting from the underlying contract.

The Offeror agrees to include the above clause in each subcontract financed in whole or in part with Federal assistance provided by FTA.
It is further agreed that the clause shall not be modified, except to identify the subconsultant who will be subject to its provisions.

FALSE STATEMENTS OR CLAIMS CIVIL AND CRIMINAL FRAUD. The Offeror acknowledges that the provisions of the
Program Fraud Civil Remedies Act of 19806, as amended, 31 U.S.C. §§ 3801 et seq. and U.S DOT Regulations “Program Fraud Civil
Remedies”, 49 C.F.R. Part 31, apply to its actions pertaining to this project. Upon execution of the undetlying contract, the Offeror
certifies or affirms the truthfulness and accuracy of any statement it has made, it makes or it may make, or causes to be made, pertaining
to the underlying contract or the FT'A assisted project for which this contract work is being performed. In addition to other penalties that
may be applicable, the Offeror further acknowledges that if it makes, or causes to be made, a false, fictitious, or fraudulent claim, statement,
submission, or certification, the Federal Government reserves the right to impose the penalties of the Program Fraud Civil Remedies Act
of 1986 on the Offeror to the extent the Federal Government deems appropriate.

The Offeror also acknowledges that if it makes, or causes to be made, a false, fictitious, or fraudulent claim, statement, submission, or
certification to the Federal Government under a contract connected with a project that is financed in whole or in part with Federal
assistance originally awarded by the FTA under the authority of 49 U.S.C. § 5307, the Government reserves the right to impose the
penalties of 18 U.S.C. § 1001 and 49 U.S.C. § 5323(1)) on the Offeror, to the extent the Federal Government deems appropriate.

The Offeror agrees to include the above two clauses in each subcontract financed in whole or in part with Federal assistance provided by
the FTA. Tt is further agreed that the clauses shall not be modified, except to identify the Sub-Contractor who will be subject to the
provisions.

ACCESS TO THIRD-PARTY CONTRACT RECORDS. Offeror shall provide all authorized representatives of the District, the FTA
Administrator, the State Auditor and the Comptroller General of the United States access to any books, documents, papers and records
of the Offeror which are directly pertinent to this Contract for the purposes of making audits, copies, examinations, excerpts and
transcriptions. Offeror also agrees to maintain, and require its subcontractors of all tiers, to maintain, all books, records, accounts and
reports required under this Contract for a period of not less than three years after the date of termination or expiration of this Contract,
except in the event of litigation or settlement of claims arising from the performance of this Contract, in which case Offeror agrees to
maintain the same until the District, the FTA Administrator, the Comptroller General, or any of their duly authorized representatives,
have disposed of all such litigation, appeals, claims or exceptions related thereto. The Offeror agrees to permit the FTA and its Offerors
to access the sites of performance under this contract as reasonably may be required.

CHANGES TO FEDERAL REQUIREMENTS. Offeror shall, at all times, comply with all applicable FTA regulations, policies,
procedures and directives, including without limitation those listed ditectly or by reference in the Agreement (Form FTA MA (24) dated
October 1, 2017) between the District and FTA, as they may be amended or promulgated from time to time during the term of this
contract. Offeror’s failure to so comply shall constitute a material breach of this contract.

CIVIL RIGHTS REQUIREMENTS. Nondiscrimination - In accordance with Title VI of the Civil Rights Act, as amended, 42 U.S.C.
§ 2000d, Section 303 of the Age Discrimination Act of 1975, as amended, 42 U.S.C. § 6102, Section 202 of the Americans with Disabilities
Act of 1990, 42 U.S.C. § 12132, and Federal transit law at 49 U.S.C. § 5332, the Offeror agrees that it will not discriminate against any
employee or applicant for employment because of race, color, creed, national origin, sex, age, or disability. In addition, the Offeror agrees
to comply with applicable Federal implementing regulations and other implementing requirements FTA may issue.

Equal Employment Opportunity - The following equal employment opportunity requirements apply to the underlying contract:

a.  Race, Color, Creed, National Origin, Sex - In accordance with Title VII of the Civil Rights Act, as amended, 42 U.S.C. § 2000e,
and Federal transit laws at 49 U.S.C. § 5332, the Offeror agrees to comply with all applicable equal employment opportunity
requirements of U.S. Department of Labor (U.S. DOL) regulations, "Office of Federal Contract Compliance Programs, Equal Employment
Opportunity, Department of Labor,” 41 C.F.R. Parts 60 et seq ., (which implement Executive Order No. 11246, "Equal Employment
Opportunity," as amended by Executive Order No. 11375, "Amending Executive Order 11246 Relating to Equal Employment
Opportunity,”" 42 U.S.C. § 2000e note), and with any applicable Federal statutes, executive orders, regulations, and Federal
policies that may in the future affect construction activities undertaken in the course of the Project. The Offeror agrees to take
affirmative action to ensure that applicants are employed, and that employees are treated during employment, without regard to
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their race, color, creed, national origin, sex, or age. Such action shall include, but not be limited to, the following: employment,
upgrading, demotion or transfer, recruitment or recruitment advertising, layoff or termination; rates of pay or other forms of
compensation; and selection for training, including apprenticeship. In addition, the Offeror agrees to comply with any
implementing requirements FTA may issue.

b.  Age - In accordance with Section 4 of the Age Discrimination in Employment Act of 1967, as amended, 29 U.S.C. § § 623 and
Federal transit law at 49 U.S.C. § 5332, the Offeror agtees to refrain from discrimination against present and prospective
employees for reason of age. In addition, the Offeror agrees to comply with any implementing requirements FT'A may issue.

Disabilities - In accordance with Seczion 102 of the Americans with Disabilities Act, as amended, 42 U.S.C. § 12112, the Offeror agrees that
it will comply with the requirements of U.S. Equal Employment Opportunity Commission, "Regulations to Implement the Equal Employment
Provisions of the Americans with Disabilities Act,” 29 C.F.R. Part 1630, pertaining to employment of persons with disabilities. In addition,
the Offeror agrees to comply with any implementing requirements FTA may issue.

The Offeror also agrees to include these requirements in each subcontract financed in whole or in part with Federal assistance
provided by FTA, modified only if necessary, to identify the affected parties.

6. 'TERMINATION / RESOLUTION OF DISPUTES.

Termination for Convenience (General Provision): The District may terminate the contract, in whole or in part, at any time by written
notice to the Offeror when it is in the District’s best interest. The Offeror may be entitled to costs associated with the work performed,
including contract close-out costs, and profit on work performed up to the time of termination. The Offeror shall promptly submit its
termination claim to the District to be paid the Offeror. If the Offeror has any property in its possession belonging to the District, the
Offeror will account for the same, and dispose of it in the manner the District directs.

Termination for Default (General Provision): If the Offeror does not deliver supplies in accordance with the contract delivery schedule,
or, if the Offeror fails to perform in the manner called for in the contract, or if the Offeror fails to comply with any other provisions of
the contract, the District may terminate the contract for default. Termination shall be affected by serving a notice of termination to the
Offeror setting forth the manner in which the Offeror is in default. The Offeror will only be paid the contract price for supplies delivered
and accepted, or services performed in accordance with the manner of performance set forth in the contract. If it is later determined by
the District that the Offeror had an excusable reason for not performing, such as a strike, fire, or flood, events which are not the fault of
or are beyond the control of the Offeror, the District, after setting up a new delivery of performance schedule, may allow the Offeror to
continue work, or treat the termination as a termination for convenience.

Opportunity to Cure (General Provision): The District in its sole discretion may, in the case of a termination for breach or default,
allow the Offeror forty-five (45) days in which to cure the defect. In such case, the notice of termination will state the time period in which
cure is permitted and other appropriate conditions. If Offeror fails to remedy to the District’s satisfaction the breach or default of any of
the terms, covenants, or conditions of the contract within forty-five (45) days after receipt by Offeror of written notice from the District
setting forth the nature of said breach or default, the District shall have the right to terminate the contract without any further obligation
to Offeror. Any such termination for default shall not in any way operate to preclude the District from also pursuing all available remedies
against Offeror and its sureties for said breach or default.

Waiver of Remedies for any Breach: In the event that the District elects to waive its remedies for any breach by Offeror of any covenant,
term or condition of the contract, such waiver by the District shall not limit the District's remedies for any succeeding breach of that or
of any other term, covenant, or condition of contract.

Disputes: Disputes arising in the performance of the contract which are not resolved by agreement of the parties shall be decided in
writing by the authorized representative of the District's General Manager. This decision shall be final and conclusive unless within ten
(10) days from the date of receipt of its copy, the Offeror mails or otherwise furnishes a written appeal to the General Manager. In
connection with any such appeal, the Offeror shall be afforded an opportunity to be heard and to offer evidence in support of its position.
The decision of the General Manager shall be binding upon the Offeror and the Offeror shall abide by the decision.

Performance During Dispute: Unless otherwise directed by District, Offeror shall continue performance under the contract while
matters in dispute are being resolved.

Alternative Dispute Resolution/Mandatory Arbitration: In the event that any controversy, claim or dispute between the District and
the Offeror arising out of or related to this contract, or the breach hereof, that has not been resolved by informal discussions and
negotiations, either party may, by written notice to the other, invoke the formal dispute resolution procedures set forth herein. The written
notice invoking these procedures shall set forth in reasonable detail the nature, background and circumstances of the controversy claim or
dispute. During the thirty (30) days following said written notice, the parties shall meet, confer and negotiate in good faith to resolve the
dispute. Either party may, during said thirty (30) day period, request the utilization of the services of a professional mediator, and the
other party or parties to this dispute shall cooperate with such request and share the reasonable costs of such mediator.

Remedies: Unless this contract provides otherwise, all claims, counterclaims, disputes and other matters in question between the District
and the Offeror arising out of or relating to the resulting agreement or contract or its breach will be decided by arbitration if the parties
mutually agree, or in a court of competent jurisdiction within the State of California.


https://actrans.sharepoint.com/Purchasing

] / TRANSIT
= —

Rights and Remedies: The duties and obligations imposed by the contract documents and the rights and remedies available thereunder
shall be in addition to and not a limitation of any duties, obligations, rights and remedies otherwise imposed or available by law. No action
or failure to act by the District or Offeror shall constitute a waiver of any right or duty afforded any of them under the contract, nor shall
any such action or failure to act constitute an approval of or acquiescence in any breach thereunder, except as may be specifically agreed
in writing.

7. DISADVANTAGED BUSINESS ENTERPRISE (DBE). The contract is subject to the requirements of Title 49, Code of Federal
Regulations, Part 26, Participation by Disadvantaged Business Enterprises in Department of Transportation Financial Assistance Programs. There is no
DBE or SBE goal for this contract opportunity.

The Offeror shall not discriminate on the basis of race, color, national origin, or sex in the performance of this contract. The Offeror shall
carry out applicable requirements of 49 CFR Part 26 in the award and administration of this DOT-assisted contract. Failure by the Offeror
to carry out these requirements is a material breach of this contract, which may result in the termination of this contract or such other
remedy as the District deems appropriate. Each subcontract the Offeror signs with a subcontractor must include the assurance in this
paragraph (see 49 CFR 26.13(b)).

Offerors are required to document sufficient DBE participation to meet this goal or, alternatively, document adequate good faith efforts
to do so, as provided for in 49 CFR 26.53. Award of this contract is conditioned on submission of the following [concurrent with and
accompanying an initial Proposal, and prior to award]:

2)  The names and addresses of DBE firms that will participate in this contract;
b) A description of the work each DBE will perform;
c)  The dollar amount of the participation of each DBE firm participating;

d) Written documentation of the Offeror’s commitment to use a DBE subcontractor whose participation it submits to meet the
contract goal;

e)  Written confirmation from the DBE that it is participating in the contract as provided in the prime Offeror’s commitment;
and

f)  If the contract goal is not met, evidence of good faith efforts to do so.

Offerors must present the information required above as a matter of responsiveness [with initial Proposals, prior to contract award)] (see 49
CFR 26.53(3)).

The Offeror is required to pay its subcontractors performing wotk related to the contract for satisfactory performance of that work no
later than thirty (30) days after the Offeror’s receipt of payment for that work from the District. In addition, the Offeror may not hold
retainage from its subcontractors.

The Offeror must promptly notify the District, whenever a DBE subcontractor performing work related to the contract is terminated or
fails to complete its work and must make good faith efforts to engage another DBE subcontractor to perform at least the same amount
of work. The Offeror may not terminate any DBE subcontractor and perform that work through its own forces or those of an affiliate
without prior written consent of the District.

8.  SUSPENSION AND DEBARMENT. This contract is a covered transaction for purposes of 2 CFR 180. As such, the Offeror is
required to verify that none of the Contractor, its principals, as defined at 2 CFR 180.995, or affiliates, as defined at 2 CFR 180.905, are
excluded or disqualified as defined at 2CFR 180.940 and 180.935.

The Offeror is required to comply with 2 CFR 180, Subpart C and must include the requirement to comply with 2 CFR 180, Subpart C in
any lower tier covered transaction it enters.

By signing and submitting its Proposal, the Offeror certifies as follows:

The certification in this clause is a material representation of fact relied upon by the District. If it is later determined that the Offeror
knowingly rendered an erroneous certification, in addition to remedies available to the District, the Federal Government may pursue
available remedies, including but not limited to suspension and/or debarment. The Offeror agrees to comply with the requirements of 2
CFR 180, Subpart C while this offer is valid and throughout the period of the contract. The Offeror further agrees to include a provision
requiring such compliance in its lower tier covered transactions.

9. PRIVACY ACT. The following requirements apply to the Contractor and its employees that administer any system of records on behalf
of the Federal Government under any contract:

A. The Contractor agrees to comply with, and assures the compliance of its employees with, the information restrictions and other
applicable requirements of the Privacy Act of 1974, 5 U.S.C. § 552a. Among other things, the Contractor agrees to obtain the
express consent of the Federal Government before the Contractor or its employees operate a system of records on behalf of
the Federal Government. The Contractor understands that the requirements of the Privacy Act, including the civil and criminal
penalties for violation of that Act, apply to those individuals involved, and that failure to comply with the terms of the Privacy
Act may result in termination of the underlying contract.

B. The Contractor also agrees to include these requirements in each subcontract to administer any system of records on behalf of
the Federal Government financed in whole or in part with Federal assistance provided by FTA.
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10.

11.

12.

13.

14.

15.

17.

18.

RECYCLED PRODUCTS. The Contractor agrees to comply with all the requirements of Section 6002 of the Resource Conservation and
Recovery Act RCRA), as amended (42 U.S.C. 6962), including but not limited to the regulatory provisions of 40 CFR Part 247, and Executive
Order 12873, as they apply to the procurement of the items designated in Subpart B of 40 CFR Part 247. The Contractor agrees to comply
with the U.S. Environmental Protection Agency (US EPA), “Comprehensive Procurement Guideline for Products Containing Recovered
Materials,” 40 CFR part 247

CONTRACT WORK HOURS AND SAFETY STANDARDS ACT NOT INVOLVING CONSTRUCTION. The Contractor
shall comply with all federal laws, regulations, and requirements providing wage and hour protections for non-construction employees, in
accordance with 40 U.S.C. § 3702, Contract Work Hours and Safety Standards Act, and other relevant parts of that Act, 40 U.S.C. § 3701
et seq., and U.S. DOL regulations, “Labor Standards Provisions Applicable to Contracts A-41 Covering Federally Financed and Assisted
Construction (also Labor Standards Provisions Applicable to Non-construction Contracts Subject to the Contract Work Hours and Safety
Standards Act),” 29 C.F.R. part 5.

The Contractor shall maintain payrolls and basic payroll records during the course of the work and shall preserve them for a period of
three (3) years from the completion of the contract for all laborers and mechanics, including guards and watchmen, working on the
contract. Such records shall contain the name and address of each such employee, social security number, correct classifications, hourly
rates of wages paid, daily and weekly number of hours worked, deductions made, and actual wages paid.

Such records maintained under this paragraph shall be made available by the Contractor for inspection, copying, or transcription by
authorized representatives of the FTA and the Department of Labor, and the Contractor will permit such representatives to interview
employees during working hours on the job.

The contractor shall require the inclusion of the language of this clause within subcontracts of all tiers.

ANTI-LOBBYING REQUIREMENTS & CERTIFICATION. Offerors who apply for an award of $100,000.00 or more shall file
the certification required by 49 CFR part 20, "New Restrictions on Lobbying." Each tier certifies to the tier above that it will not and has
not used Federal appropriated funds to pay any person or organization for influencing or attempting to influence an officer or employee
of any agency, a member of Congress, officer or employee of Congress, or an employee of a member of Congress in connection with
obtaining any Federal contract, grant or any other award covered by 31 U.S.C. 1352. Each tier shall also disclose the name of any registrant
under the Lobbying Disclosure Act of 1995 who has made lobbying contacts on its behalf with non-Federal funds with respect to that
Federal contract, grant or award covered by 31 U.S.C. 1352. Such disclosures are forwarded from tier to tier up to the District.

CLEAN AIR. The Offeror agrees to comply with all applicable standards, orders or regulations issued pursuant to the Clean Air Act, as
amended, 42 U.S.C. §§ 7401 ¢/ seq. The Offeror agrees to report each violation to the District and understands and agrees that the District
will, in turn, report each violation as required to assure notification to FTA and the appropriate EPA Regional Office.

The Offeror also agrees to include these requirements in each subcontract exceeding $150,000.00 financed in whole or in part with Federal
assistance provided by FTA.

CLEAN WATER REQUIREMENTS. The Offeror agrees to comply with all applicable standards, orders or regulations issued
pursuant to the Federal Water Pollution Control Act, as amended, 33 U.S.C. 1251 et seq. The Offeror agrees to report each violation to
the District and understands and agrees that the District will, in turn, report each violation as required to assure notification to FTA and
the appropriate EPA Regional Office.

The Offeror also agrees to include these requirements in each subcontract exceeding $150,000 financed in whole or in part with Federal
assistance provided by FTA.

ENERGY CONSERVATION REQUIREMENTS. The Offeror agrees to comply with mandatory standards and policies relating to
energy efficiency which are contained in the state energy conservation plan issued in compliance with the Energy Policy and Conservation

Act of 1975.

AMERICANS WITH DISABILITIES ACT (ADA). The Offeror agrees to comply with all applicable requirements of the Americans
with Disabilities Act of 1990 (ADA), as amended, 42 USC § 12101 et seq.; Section 504 of the Rehabilitation Act of 1973, amended, 29
USC § 794; 49 USC § 5301(d); and any implementing requirements FTA may issue. These regulations provide that no handicapped
individual, solely by reason of his or her handicap, be excluded from participation in, be denied the benefits of, or be subjected to
discrimination under any program or activity included in or resulting from this contract.

PROMPT PAYMENT OF SUBCONTRACTORS. In accordance with the California revised statutes, section 34-221(g),
the agency's solicitation and/or contract documents, Contractor is requited to promptly pay any subcontractors, sub-consultants, or
suppliers approved by the District for work that has been satisfactorily performed no later than seven (7) days from the date of the
Contractor’s receipt of each progress payment from the District. No contract terms and conditions between the Contractor and its
subcontractors, sub-Contractors, or suppliers may alter the rights of any subcontractor, sub-consultant, or supplier to receive prompt and
timely payment as provided herein. Any reduction of retention by the District to the Contractor shall result in a corresponding reduction
to subcontractors, sub-consultants, or suppliers who have performed satisfactory work.

The prompt payment provisions of 49 CFR Part 26 also require the Contractor to ensure the prompt and full payment of retainage monies
to subcontractors or sub-consultants at such time as the work of the subcontractor or sub-consultant is complete and the District
has accepted the work and paid the Contractor for the work performed and accepted. Retention shall be paid no later than thirty (30) days
after such payment is issued by the District. Any diversion by the Contractor of payments received for work performed on the contract,
or failure to reasonably account for the application or use of such payments, constitutes grounds for a declaration of breach of the contract
with the Contractor.
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20.

21.

22.

If the Contractor fails to make payments in accordance with these provisions, the District may take any one or more of the following
actions, and the Contractor agtees that the District may take such actions: (a) hold the Contractor in default under this contract; and/or
(b) withhold future payments, including retention, until proper payment has been made to subcontractors, sub-Contractors, or suppliers
in accordance with these provisions.

Within sixty (60) days of satisfactory completion of all work required of the subcontractor, sub-consultant, or supplier, the Contractor
shall release any retained payments withheld to the subcontractor. The Offeror shall complete and sign a Prompt Payment Act Affidavit
related to invoices submitted for services performed under this contract.

PATENT RIGHTS.

i General - If any invention, improvement, or discovery is conceived or first actually reduced to practice in the course of or
under the contract to which this Attachment has been added, and that invention, improvement, or discovery is patentable
under the laws of the United States of America or any foreign country, the District and Offeror agree to take actions necessary
to provide immediate notice and a detailed report to the party at a higher tier until FTA is ultimately notified.

il. Unless the Federal Government later makes a contrary determination in writing, irrespective of the Offeror's status (a large
business, small business, state government or state instrumentality, local government, nonprofit organization, institution of
higher education, individual), the District and the Offeror agree to take the necessary actions to provide, through FTA, those
rights in that invention due the Federal Government as desctibed in U.S. Department of Commerce regulations, "Rights to Inventions
Made by Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts and Cooperative Agreements,” 37 C.F.R.
Part 401.

i, The Offeror also agrees to include the requirements of this clause in each subcontract for experimental, developmental, or
research work financed in whole or in part with Federal assistance provided by FTA.

BUY AMERICA REQUIREMENTS. The Offeror agrees to comply with 49 U.S.C. 5323(j) and 49 CFR Part 661, which provide that
Federal funds may not be obligated unless steel, iron, and manufactured products used in FT'A- funded projects are produced in the United
States, unless a waiver has been granted by FTA or the product is subject to a general waiver. General waivers are listed in 49 C.F.R. f
661.7. Under 49 C.F.R. § 661.7(b) and (¢), a general public interest waiver from the Buy America requirements applies to microprocessors,
computers, microcomputers, or software, or other such devices, which are used solely for the purpose of processing or storing data, and
small purchases (currently less than $150,000) made with capital, operating, or planning funds. Under limited circumstances, FTA may
waive Buy America requirements if the agency finds that:

®  application of Buy America is inconsistent with the public interest;

® the steel, iron, and goods produced in the U.S. are not produced in a sufficient and reasonably available amount or are not of
a satisfactory quality; or

® including domestic material will increase the cost of the overall project by more than 25 percent for rolling stock.

All Offerors must submit the appropriate Buy America certification to the District (A#tachment D), except those subject to a general waiver.
Proposals that are not accompanied by a completed Buy America certification must be rejected as non-responsive. This requirement does
not apply to lower tier Subcontractors.

DRUG AND ALCOHOL TESTING. The Consultant agrees to establish and implement a drug and alcohol testing program that
complies with 49 CEFR Part 655, produce any documentation necessary to establish its compliance with Part 655, and permit any authorized
representative of the United States Department of Transportation or its operating administrations, the State Oversight Agency of
California, or the District, to inspect the facilities and records associated with the implementation of the drug and alcohol testing program
as required under 49 CFR Part 655 and review the testing process. The Consultant agrees further to certify annually its compliance with
Part 655 before June 30 and to submit the Management Information System (MIS) reports before January 15 to the District. To certify
compliance the Consultant shall use the "Substance Abuse Certifications" in the "Annual List of Certifications and Assurances for Federal
Transit Administration Grants and Cooperative Agreements,” which is published annually in the Federal Register.

VETERANS EMPLOYMENT
a.  To the extent practicable, Contractor agrees that it:

1. Will give a hiring preference to veterans (as defined in 5 U.S.C. § 2108), who have the skills and abilities required
to perform construction work required under a third party contract in connection with a capital project supported
with funds made available or appropriated for 49 U.S.C. chapter 53, and 2. Will not require an employer to give a
preference to any veteran over any equally qualified applicant who is a member of any racial or ethnic minority,
female, an individual with a disability, or a former employee, and

b.  Contractor also assures that its sub-contractor will:

1. Will give a hiring preference to veterans (as defined in 5 U.S.C. § 2108), who have the skills and abilities required to
perform construction work required under a third party contract in connection with a capital project supported with
funds made available or appropriated for 49 U.S.C. chapter 53, to the extent practicable, and

2. Will not require an employer to give a preference to any veteran over any equally qualified applicant who is a member
of any racial or ethnic minority, female, an individual with a disability, or a former employee.
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A. Data

8.
9.

EXHIBIT 4
CLOUD SECURITY QUESTIONNAIRE

Which of the following data elements are collected?
Directory Information

Date of Birth

Social Security Number

Employee ID Number

Financial Records

Medical/Health

Socio-Economic/Demographic

Biometric

Behavioral

Geolocation Data

Photos, Videos, or Audio Recordings
®  Scarch Activity
®  No personally identifiable information collected

o  Other

What, if any, data is collected by third parties (e.g., via cookies, plug-ins, ad networks, web beacons etc.)?

Ownership of all data must be spelled out. Many cloud providers specify that using their services means relinquishing
ownership of the data. Please spell out the ownership of all data.

Is there any possibility for the Contractor’s staff to review / copy / duplicate the data (with the exception of routine backups)
without our knowledge?

Is the data / information we contemplate storing in the “cloud” subject to any relevant Federal, State or other privacy
requirements or agreements already in place? (i.e. PCI compliance, HIPAA, etc.) If so, what documentation can you supply
that ensures that their storage and delivery systems comply with those requirements?

Please provide a link to your privacy policy.

If you are contacted by an outside party (i.e. subpoenas, open records requests, etc.) to provide information contained in our
documents, how do you respond? If we are required to hold data for litigation purposes do they have a mechanism / system
in place to do so or are we on our own?

Will “live” data be used in non-production (e.g. test or development, training) environment?

Are these environments secure to the same standard as production datar.

B.  Security

1.
2.

Noo e

10.
11.
12.

13.

14.
15.

16.
17.

Explain how our data will be protected in your environment.

Since this is a web-based system can you provide certification that your systems are updated regularly?

This includes patches, antivirus systems, backend databases, web interfaces, etc.

Is all or some data at rest encrypted (e.g. just passwords, passwords and sensitive data, all data) and what encryption method
is used?

How often do you perform security audits on your systems and when was the last one done? Can we see the results?

Do you perform regular penetration testing, vulnerability management, and intrusion prevention?

What is your policy/process regarding informing us and responding to a data breach?

Do we have the ability to perform security incident investigations or e-discovery?

If not, will you assist us? For example, do you have access to logs of end user, administrative and maintenance activity and
are these logs available to AC Transit for incident investigation?

Are the physical server(s) in a secured, locked and monitored environment to prevent unauthorized entry?

How often is our data backed up on your servers?

Atre backups performed and tested regularly and stored off-site?

How do you protect data in transit?

Does your company perform background checks on personnel with administrative access to servers,

applications and customer data?

Do you subcontract any functions, such as analytics?

What is your process for authenticating callers and resetting access controls, as well as establishing and deleting accounts?
If data is transferred/uploaded to you, are all uploads via SFTP or HTPPS?

How do you notify customers about any changes that will affect the security, storage, usage, or disposal

of any information received or collected?

Have your security operations been reviewed or audited by an outside group? If yes, please describe.

Does your company comply with a security standard such as the International Organization for Standardization (ISO),
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24.

25.

26.
27.

28.
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10.
11.
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14.
15.
16.

17.

18.
19.
20.
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the Payment Card Industry Data Security Standards (PCI DSS)?

What is the recovery time expected in the event of a significant failure in your storage or service infrastructure?

What actions do you take after identifying a security issue? Define “security issue” as it relates to your cloud solution?
Do you have an incident response plan? Will you provide a copy? Provide incident response history or examples.
Explain how you notify a customer in the event of a breach or security issue.

Do you have a formal Risk Analysis plan and review it annually? Provide a copy for review.

Do you have a Disaster Recovery plan, and what tests do you perform on your disaster recovery plan?

Describe the maximum downtime limits: RPO and RTO objectives.

What ate the contract stipulations regarding potential customer losses and/or for transfer of data

and support to another organization should the business fail?

Does your company implement an Authentication Gateway Service as a reverse proxy front end

between consumer and the cloud?

Does your company implement an Authentication Gateway Service and an IAM system to authenticate and authorize users?
Does your company implement a Secure Token Service type authorization to the IAM users (also SSO)

and integrate with logging and monitoring servicer?

Does your company implement a Certificate Validation Service to check for certificate revocation?

Data Storage and Access

How often do you release updates or patches to your service software? How much notice in advance of implementation are
customers given?

When patches or updates are made to your service, how is testing done?

Are customers allowed to verify changes after your testing in a test environment before they are released to production?

If we find problems while testing a proposed update, what is the process to remediate? Do we remain on our current version
while this is done?

Are updates typically implemented outside of normal business hours?

Atre there any limitations regarding access to the data? — i.e. are we notified in advance of planned downtimes, etc.

Are there any QOS provisions in the agreement? — i.c. the data will be available 24/7 with a guaranteed minimum response
time from your system based on agreed-upon criteria.

What formats can we use to retrieve any and all data — i.e. what utilities exist that will allow us to archive data in industry-
standard formats for later retrieval by AC Transit staff without having to work through or with the vendot’s proprietary
format?

Will we have direct access to our data in your schema for ad-hoc queries? If not, can we get extracts of our data that would
allow us to do analysis of our data beyond what your service provides? How would that work?

What format is the data stored in at the host site?

Where is the live data actually stored?

Where are the backups stored?

Describe how you review the security of applications such as ActiveX controls and Java applets.

Describe how you ensure content monitoring and filtering.

Describe what data leak prevention processes and controls are in place to detect inappropriate data flows.

Provide documented procedures for configuration management, including installing security patches, for all applications.

Define how you implement TPM to secutely store and compare platform measutements including hypetvisors, O/S, BIOS
and ensure security validation and protect from malware and rootkits.

Does your company use Hardware Security Module (HSM) to store and manage encryption keys?
Does your company create a SHA/MAC hash of the Operating System and store it in the HSM for futute compatison?
Does your company subscribe to an attestation service to ensure that only protected environment is invoked using TPM?

Does your company protect cloud platform resource pool via trusted resource pools and use of TPM’s, Code signing,
geotagging, security status?

Data Retentions

What is the retention policy for data in your environment? For example, is there a limit based on data size or age that is
enforced?

What provisions have been made to protect our data if your business closes its doors or is sold?

How do you assure the proper management and disposal of data?

How will you delete data? Is data deleted on a specific schedule or only on termination of contract? Can we request that
information be deleted? What is the protocol for such a request?

If we delete data from a system what assurance do we get that the data has been removed from backup systems, disaster
recovery sites, etc.?

Please describe what happens with our data at the termination of a contract or termination of service?

If we decide to leave your service, is there a cost for extracting our data from your service? How far back can we go?

If we leave your service, do you guarantee the removal of our data? In what period of time?

Are there options for us to take all of our data at termination of service? If yes, please elaborate.
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Data Retention - Full secure backup and snapshot of the database, file system, log files, and source codes on a daily basis.
Copy should be retained for at least sixty (60) days onsite and seven (7) years in an offsite location.

Data Retention

1. Can you offer the following guaranteed setvice levels? Please explain.
e Monthly Uptime for Cloud Services - 99.9% or higher (excluding scheduled down time)
e Monthly Uptime for Virtual Machines - 99.9% or higher (excluding scheduled down time). Ensure that total memory
capacity of all the virtual machines put together does not exceed the memory capacity of the physical host
e Network Availability - 99.9% or higher
e  Storage and Data Availability - 99.9% or higher

2. What is the backup-and-restore process in case of a disaster?

3. What is your protection(s) against denial-of-service attack?

4. What are the hours of availability for your support staff?

5. Can you provide IT Support, 24x7 and 365 days of the year?

6. Response time to Error - If customer reports a problem, company must respond within 30 mins
and kick off the investigation of the problem immediately.

7. Recovery Time Objective -All components must be able to recover within 30 minutes of a disaster to the data center.

8. Cryptography Keys - At a minimum, AES 256 bit symmetric key and RSA 2048 bit for asymmetric key
must be used where cryptographic protection is used for resources.

9. Encryption - Data will be encrypted at rest and in transit at all times. The keys identified in the SLA shall be used at a minimum
Hardware Security Module (HSM) should have a minimum of 99.9% availability. Certification Validation Service and other
crypto services shall all have at least 99.9% availability.

10. Resiliency - Hypervisor clustering to be used for all hypervisors on which RecordsVault virtual machines are expected to be
hosted.

11. Attestation Service - A daily report on the security status of the virtual machines and other components shall be made
available.

12.  Authentication and Authorization - Support for LDAP authentication service and other authorization service should be
available. Industry standard protocols like OAuth or SAML shall be used for authentication and authorization purposes. AC
Transit may require an ability to control and configure the authorization roles, profiles, and rules directly for its clients and
administrators. All transactions shall be captured in logs and made available for AC Transit administrator viewing, if requested,
within twenty-four (24) hours.

13.  Is support handled differently on weekends, holiday, or off hours?

14.  What is the process for reporting problems and what sort of response can we expect?

15. What is your commitment (SLA) on the availability of your service for our use?

16.  How often do your service fees increase? After any negotiated contract pricing period, what rate of increase can be expected?

17. If we need a change made to a report, a new report, or an adjustment to support new inbound data what is the process to
initiate that? Is this typically a negotiated change?

18. If we wanted to feed our data from your service to another applications or service, what mechanisms are available for
outbound interfacing? Are there fees associated with setting up additional outbound interfaces?

Platform

1. Does your company have a documented policy for "hardening” the operating system under the Web and other servers?

2. Does your company have validated procedures for configuration management, patch installation, and malware prevention
for all servers involved in SaaS delivery?

3. Does your company document a set of controls to ensure the separation of data and security information between customer
applications?

4. Does your company monitor web servers for OWASP Top 10 Vulnerabilities?

5. Does your company provide reporting of web servers on ninety (90) day trend graphs, depicting critical and high severity

vulnerabilities discovered over the past six (6) months?
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